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1. Introduction to

the guidelines

Context

Protecting human rights is a duty of the state. This
duty cannot be transferred to any other social actors.
Business enterprises also have a responsibility to
respect human rights. This means they must be aware
of the impact of their activities on human rights, and
establish due diligence processes in order to prevent,
mitigate or compensate for any adverse impacts.

Against this background, the German Federal Govern-
ment adopted the National Action Plan for Business
and Human Rights (NAP) on 21 December 2016. The
NAP is based on the United Nations Guiding Principles
on Business and Human Rights (UN Guiding Princi-
ples), which the United Nations Human Rights Council
adopted by consensus in 2011, thus creating an inter-
nationally recognised framework for human rights
due diligence. In accordance with the content of the
UN Guiding Principles, the NAP sets out the duty of
the state to protect human rights and the responsi-
bility of enterprises to respect human rights in their
global supply and value chains.

Germany’s Federal Government has established ‘sector
dialogues’ to support enterprises operating in sectors
with particularly high human rights risks. The dialogues
are implemented by the Federal Ministry of Labour
and Social Affairs (BMAS). The goal of the dialogues is
to help enterprises find appropriate ways of imple-
menting the five core elements of human rights due
diligence and therefore contribute to the improve-
ment of the human rights situation.

The five core elements are:

e human rights policy statement

e procedures for the identification of actual or
potential adverse impacts on human rights

e measures to ward off potential adverse impacts
and to review the effectiveness of these measures

e reporting

e grievance mechanism

In addition, from 2023 onwards, the German Supply
Chain Act (Lieferkettensorgfaltspflichtengesetz,
LkSG) requires certain enterprises to take appropriate
action to observe human rights and environmental
due diligence obligations in their supply chains.* As
there is a great deal of overlap between the LkSG and
the NAP, the sector dialogues also offer meaningful
support to help enterprises meet the requirements of
the Supply Chain Act.

As a key industry in the German economy, at its pro-
duction sites around the world, and together with a
network of suppliers, the automotive sector contrib-
utes to employment, training and economic develop-
ment. Over half of the value added within the sector
is generated by suppliers - from the extraction of raw
materials and manufacture of inputs through to com-
ponent assembly and the production of entire vehi-
cles. At the same time, the situation in the automotive
sector’s globally dispersed supply and value chains
poses significant human rights risks in many areas.
This is particularly the case in upstream processes.
Furthermore, human rights violations and corruption
are more likely to occur in states where the rule of

1The German Supply Chain Act came into force on 1 January 2023. All enterprises based in Germany with at least 3,000 employees, regardless
of their legal form, and all enterprises with a branch in Germany and at least 3,000 employees in the country, are now required to fulfil certain
human rights and environmental due diligence obligations. Within affiliated enterprises, the figure for the parent company includes the total
number of workers employed at all the group’s companies in Germany and any employees currently on international secondments. From
1 January 2024, the threshold will fall to 1,000 employees. Small and medium-sized enterprises (SMEs) will also be affected indirectly, since
enterprises subject to the LkSG will impose their own due diligence obligations on their suppliers.
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law is lacking, institutions are weak, and poverty is
endemic. Human rights risks that may arise in such
countries include damage to the health or safety of
workers and local people, discrimination, restrictions
on freedom of association and violations of indigen-
ous peoples’ rights. The responsibility of the German
automotive industry to design sustainable global
supply and value chains and to respect human rights
is therefore of great importance.

Why is there a Sector Dialogue
Automotive Industry?

Enterprises in the automotive industry maintain close
links with their consumers. As such, the increasingly
stringent requirements surrounding sustainability
performance and human rights due diligence go be-
yond large manufacturers and suppliers of the auto-
motive industry. Increasingly, small and medium-
sized enterprises (SMEs) must also rise to the chal-
lenge of developing responsible supply and value
chains - from the extraction of raw materials to the
final product and eventual disposal.

In this context, implementing human rights due dili-
gence can be seen as a learning journey, an individual
and ongoing process that each enterprise will need
to monitor regularly and keep on improving.

Furthermore, the challenges involved are often com-
plex and diverse, reflecting the highly interwoven
nature of supply and value chains. Many vehicle manu-
facturers and suppliers are already actively engaged
in the field of human rights, either as individual enter-
prises or through national and international initia-
tives. A joint sectoral approach and industry-wide co-
operation can have an even greater impact given the
structural similarities between supply and value chains.
This is why industry actors representing enterprises,
business associations and unions have come together
with civil society organisations and the Federal Minis-
try of Labour and Social Affairs (BMAS) to establish a
sector dialogue for respecting human rights along
global supply and value chains of Germany’s automo-
tive industry.

The goal of the Sector Dialogue is to contribute to
the improvement of the human rights situation along
the industry’s global supply and value chains. It focuses
on the responsibility of enterprises to respect human
rights. The five core elements described in the NAP

support enterprises in implementing human rights due
diligence in their business activities and integrating

it into their operational management processes. With
this goal in mind, the members of the Sector Dialogue
have produced a series of guidelines for implementing
the five NAP core elements. In this context, the guide-
lines are designed to act as both a point of reference
and a toolbox for enterprises.

How do the guidelines differ from other
advice?

The guidelines for the five NAP core elements of
human rights due diligence differ in key areas from
previous advice and therefore provide significant
additional value.

® The guidelines form a collection of self-contained
and structurally identical manuals that fully address
the NAP requirements.

e The purpose of the NAP is to set out the UN
Guiding Principles on Business and Human Rights
from an implementation perspective. The guide-
lines reference the UN Guiding Principles and
therefore contribute significantly to the implemen-
tation of the wider international framework, whose
goals are explicitly recognised by all members of
the Sector Dialogue.

e The guidelines include concrete references to the
requirements of the Supply Chain Act (LkSG). This
will help enterprises that fall under the scope of
the law to meet their statutory obligations at the
same time. In certain areas, the guidelines go
beyond the above-mentioned policy frameworks
and regulatory requirements.

e Other relevant guidance has been incorporated
into the guidelines alongside examples of current
business practice. The guidelines take into account
the characteristics of both large enterprises and
SMEs.

e With the help of the guidelines, users can review
their progress towards fulfilling the NAP require-
ments (e.g. through checklists). In this way, they
create transparency and verifiability for enterprises
and their stakeholders and can demonstrate the
progress made towards implementation.

e The guidelines - or parts of them - can also be
used by your enterprise for training courses or as
training resources.
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Members of the Sector Dialogue have spent roughly
two years drawing up the guidelines in a multi-stake-
holder process. The strength of the guidelines lies in
the wealth of knowledge and experience of individual
members, and as such they have been broadly welcomed
among the Sector Dialogue’s various stakeholder groups.

How are the guidelines structured?

This document focuses on the core element
‘Risk analysis’ and

e summarises the key points in the guideline at a
glance (section 2);

e clearly explains the NAP requirements for this
core element and cites which parts of the LkSG
apply to risk analysis (section 3);

e sets out practical and industry-specific steps to
integrate the NAP requirements into business
management processes (section 4);

e shows how progress towards implementation can
be reviewed and made transparent in business
practice (section 5);

e lists further information and sources of additional
reading (sections 6.1 and 6.4);

e compares the NAP and LkSG requirements side by
side in a table, with references to the implementa-
tion steps in the guideline (section 6.2);

e contains a glossary of relevant terms used in the
field of human rights due diligence as well as
selected definitions from the LkSG and the ex-
planatory memorandum to the LkSG (section 6.3).
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2. Core element ‘Risk analysis’ -
the key points at a glance

As a precondition for meeting their human rights due
diligence obligations, enterprises must first develop
an understanding of the adverse impacts of their
activities and their contractual and business relation-
ships on human rights. By conducting a human rights
risk analysis, enterprises can systematically identify,
evaluate and prioritise actual and potential adverse
impacts of this kind.

The results of this analysis serve four key purposes:

1. They provide the basis for specifying and implement-
ing effective measures to prevent, mitigate and pro-
vide redress for (potential) human rights violations.

2. They are used to develop (or update) grievance
mechanisms, especially when it comes to identify-
ing relevant target groups and issues.

3. They are incorporated into your enterprise’s report-
ing and its internal and external communications
on the area of human rights.

4. They form part of your enterprise’s policy state-
ment, which sets out a public commitment to fulfil
your responsibility to respect human rights and
explains how you will do this.

You can use this guideline to help you implement the
due diligence processes required by the NAP step by
step. The result should be a continuous and formal-
ised procedure that will enable you - both at regular
intervals and on an ad hoc basis - to identify, evaluate
and prioritise (potential) adverse human rights im-
pacts along your own value chain.

The guideline proposes the following steps:

1. As part of your baseline assessment, compile all
your existing human rights due diligence and, in
particular, risk analysis procedures, as well as rele-
vant internal and external information. Identify
possible sources for your subsequent analysis and
evaluation of risks.

2. The Sector Dialogue’s shared understanding of
sector-specific human rights risks along the auto-
motive sector’s global supply and value chains
can serve as a starting point, allowing you to add
further risks on the basis of your enterprise’s own
risk analysis.

3. Establish the required framework conditions and
the depth and breadth of your risk analysis in line
with your enterprise’s specific risk profile. This
should reflect:

o the severity of (potential) adverse human rights
impacts;

o the size of your enterprise;

e the nature of your business activities;

o the fact that you belong to the automotive
industry, i.e. a sector whose supply and value
chains present significant risks to human rights.

4. Prepare an overview of your main activities and
your contractual and business relationships, then
identify possible areas of risk with regard to inter-
national human rights standards, also taking into
account other factors (e.g. the political context of
persons potentially affected by your activities or
particularly vulnerable groups).

5. Prioritise. Starting with the areas of risk you identi-
fied, conduct a more detailed analysis of the risk
areas that your initial evaluation suggests as poten-
tially having a more severe impact on human rights.
On this basis, draw up a list of risks to rights holders
in order of severity. With a view to developing meas-
ures for each risk, add further information on the
impacts, probability of occurrence, your enterprise’s
causal contribution and your ability to exert influence.
Involve external stakeholders in your in-depth ana-
lysis of risks, above all (potentially) affected groups
or their legitimate representatives. Check whether
you can also do this for other, earlier steps of your
risk analysis. For example, there may be oppor-
tunities to engage and consult with stakeholders
when designing your risk assessment and due dili-
gence strategy, and when identifying specific risks
and risk mitigation measures.
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6. Specify how frequently and under which circum-
stances you will conduct future risk analyses to en-
sure that relevant risks are reviewed at regular inter-
vals and in response to any significant changes.

7. Integrate the steps for conducting a human rights
risks analysis into your enterprise’s standard pro-
cesses and systems. This will ensure that you con-
duct a systematic, continuous, process-accom-
panying and sector-specific analysis of the adverse
impacts of your business activities on human
rights along your entire value chain.

To help you implement these steps efficiently, the
guideline offers good practice examples from the auto-
motive and other related industries as well as advice
on where you can find additional information. It also
highlights the LkSG requirements for risk analysis and
explains which steps in the guideline are designed to
support you in meeting those requirements. Finally,
the guideline includes a checklist that you can use to
assess your progress towards implementing the
NAP’s human rights due diligence requirements.

Connection to the guideline for the core
element ‘Measures and effectiveness
tracking’ - without appropriate risk
analysis there are no effective measures

There is a close link between human rights risk ana-
lysis, and the development and implementation of
measures. Risk analysis involves first identifying all
the actual and potential adverse human rights im-
pacts in your enterprise’s value chain. Decisions on
which measures you take to counter those risks will
depend on other criteria:

e Weighting and prioritisation: As an enterprise, you
are required to counter in an appropriate way all
potential and actual adverse human rights impacts
which you cause, to which you contribute or with
which you are associated through your business ac-
tivities. In practice, given that many value chains
are complex, dynamic and geographically highly dis-
persed, and often involve reciprocal relationships
between customers and suppliers, it can be difficult
to address all these risks at the same time. Conse-
quently, based on the NAP and widely accepted ref-
erence instruments such as the UN Guiding Princi-
ples, your risk analysis should assess the relative
severity of a potential human rights violation com-
pared with the other human rights impacts identi-

fied by the enterprise. Once you have completed
your risk analysis, the next step is to decide on and
implement measures. To begin with, enterprises
should concentrate on those risks which could
cause the greatest harm to people. This way, the
enterprise can follow a risk-based approach that
focuses initially on the (potentially) most serious
impacts and then address other risks step by step.

In practice, as you prioritise your risks and go on to
develop and implement measures, you will also
need to consider other criteria, in particular the
probability that adverse impacts will occur, and the
degree to which your enterprise can influence the
actions of suppliers and business partners. These
criteria are explained in greater detail in the guide-
line for the core element ‘Measures and effective-
ness tracking’.

Causal contribution: The risk evaluation process
also involves establishing how closely your enter-
prise is linked to the risks you have identified. The
closer you are to an impending violation or to one
that has already materialised, and the more you
contribute to or directly cause that violation, the
greater your responsibility to end or at least min-
imise the violation. An enterprise's causal contri-
bution is therefore most decisive for choosing and
implementing measures, yet it is already assessed
during the risk analysis.
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Think of risk analysis
as a key mechanism to
create more transparency

The findings of your risk analysis provide the
basis for specifying and implementing appro-
priate measures for prevention, mitigation and
redress. Don’t be put off by the link between
risk analysis and the question of developing
countermeasures. Instead, think of risk analysis
first and foremost as a mechanism that can
help you create transparency. Lack of know-
ledge is a risk in itself. All the findings of your
risk analysis will help you to gain a better
understanding of the relevant issues and link-
ages in your own value chain so that you can
fulfil your responsibility to respect human
rights. It is therefore recommended that you
initially conduct your risk analysis for its own
sake, without linking it at this stage to the
later task of developing measures.

Adapt the procedure

to appropriately reflect
your enterprise’s size and
resources

The NAP requirements provide for different
levels of responsibility that reflect an enter-
prise’s size and its position in the value chain.
This is examined in greater detail in this guide-
line as part of the description of requirements
and implementation steps. Section 6.1 draws
attention to specific aids available to SMEs

in the form of templates and external support
services.
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3. What are the requirements
that risk analysis must meet?

Crucially, in order to fulfil your human rights due dili-
gence obligations, you will need to understand the
impact of your own business activities on people and
their human rights along your value chain. The purpose
of the risk analysis is to identify, assess and prioritise

actual and potential adverse impacts on human rights.

Unlike traditional business risk management, the
focus here is on risks to people caused by an enter-
prise’s activities rather than on risks to the enterprise
itself. It can therefore be seen as an extension to the
usual business perspective on risk. The findings serve
as a basis for specifying effective measures that will
prevent, mitigate or remedy adverse human rights
impacts for potentially affected groups.

The purpose of the NAP is to implement the UN
Guiding Principles. To this end, however, it does
not fully replicate the Guiding Principles. The NAP
sets out the requirements from an implementation
perspective and highlights issues of particular import-
ance. With this in mind, the NAP requirements set
out in this guideline refer back to consistent stipula-
tions and explanations in the UN Guiding Principles.

The NAP provides for different levels of responsibility.
The way in which an enterprise conducts its risk anal-

ysis should appropriately reflect its size and position
in the supply and value chain. The statutory obligations
set out in the Supply Chain Act (LkSG), which applies
only to enterprises of a certain size, differ from the
NAP in some ways and are therefore explained sep-
arately in an additional section. The NAP? require-
ments are summarised at right.?

Establish a procedure for identifying risks

A. Establish a procedure that helps you to system-

C.

atically identify potentially adverse impacts of your
business activities on the human rights of poten-
tially impacted persons along your value chain.
That includes your own employees, workers in your
supply chain, local populations, customers, etc.

. Ensure that the procedure allows for a continuous,

process-accompanying and sector-specific risk
analysis.

Conduct this analysis at regular intervals for your
existing activities and on an ad hoc basis. Ad hoc
analysis is typically appropriate if your enterprise
begins operating in new business areas or coun-
tries, acquires new equity interests, introduces new
products and services or launches new projects.

. Identify possible risks and potentially affected

groups in connection with your enterprise’s main
activities and the associated value chains and busi-
ness relationships. To this end, analyse your activ-
ities by business area, product, service or location.

Assess and prioritise the identified risks

E.

Examine the risks you have identified with regard
to the type of causal contribution. Distinguish
between (a) risks caused directly by your enterprise,
(b) risks that your enterprise plays a part in causing
and (c) risks with which your enterprise is indirectly
linked through its business activities.

2See Federal Government (2016) National Action Plan: Implementation of the UN Guiding Principles on Business and Human Rights,

pages 9 and 21.

*Note: Section 6.3 contains a glossary of terms used in the LkSG. Section 6.2 compares the NAP and LkSG requirements side by side in a table
with references to the implementation steps recommended in the guideline.
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F. Once you have identified the risks, rank them in

terms of ‘severity’. This will help you decide which
risks you need to analyse in greater detail and the
order in which you should address them. Severity is
based on the scale of the impact (to what extent
are human rights actually or potentially damaged?),
their scope (how many people are affected?) and
their irremediability (to what extent are the conse-
quences irremediable?).

. Conduct a more detailed analysis if you identify a
risk of particularly severe impacts on human rights
or if you need more information in order to take
appropriate measures. At a minimum, you will
need to speak to (potentially) affected groups in
the area and engage with both internal and outside
experts in the field of human rights.

. When choosing a method and assessing risks, you
should, among other approaches, conduct your
own document research, hold talks within your
enterprise and with your subsidiaries and business
partners, and bring in outside expertise.

Consider the following risk analysis parameters:

. Your risk analysis must cover every tier of the value

chain in the life cycle of a product or the delivery
of a service.

. The depth and breadth of your risk analysis

increases with the size of your enterprise and
depends on the sector in which you operate and
the nature of your business activities.

. The international human rights standards (e.g. the

Universal Declaration of Human Rights, the UN’s
Human Rights Covenants, the ILO Core Labour
Standards and the OECD Guidelines for Multi-
national Enterprises) form the basis for identifying
possible risks.

. Your analysis should also take account of context-

specific factors such as the political situation of
potentially affected persons and the vulnerability
of certain groups (e.g. indigenous peoples).
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What requirements does the Supply Chain Act (LkSG) impose with regard

to the ‘risk analysis’?*

Section 3 (1) sentence 1 LkSG states that enterprises
must take appropriate action to fulfil the human rights
and environmental due diligence obligations which
relate to their supply chains with a view to preventing
or minimising human rights and environmental risks
and ending any violations of human rights-related

or environment-related obligations. This includes
establishing a risk management system [section 3 (1)
sentence 2 no. 1 LkSG in conjunction with section 4 (1)
sentence 1 LkSG], conducting a risk analysis as part of
your risk management system [section 3 (1) sentence
2 no. 3 LkSG in conjunction with section 5 (1) sentence
1 LkSG] and, in the case of ‘substantiated knowledge’
of a violation by an indirect supplier, adapting your
existing risk management system and conducting an
ad hoc risk analysis [section 3 (1) sentence 2 no. 8

in conjunction with section 9 (2) and (3) no. 1 LkSG].

Establishing a risk management system
(section 4 LkSG)

1. The risk management system must be appropriate
and effective [section 4 (1) sentence 1].

2. Risk management must be enshrined in all relevant
business processes through appropriate measures
[section 4 (1) sentence 2].

3. Each enterprise must specify internal responsibilities
for monitoring the risk management system, for
example by appointing a human rights officer [sec-
tion 4 (3) sentence 1], and senior management
must seek information at least once a year about
the work of the responsible person or persons [sec-
tion 4 (3) sentence 2]. As recommended in the
Federal Government’s explanatory memorandum,
the responsible person or persons should report
directly to senior management. The memorandum
also specifies that the enterprise must provide the
resources needed to allow for appropriate and
effective monitoring.

4. When setting up and implementing a risk manage-
ment system, an enterprise must give due consid-
eration to the interests of its employees, employees
within its supply chains and those who may other-
wise be directly affected in a protected legal position
by the economic activities of the enterprise or by
the economic activities of an enterprise in its supply
chains [section 4 (4)].

Conducting a risk analysis (section 5 LkSG)

Section 5 (1) sentence 1 LkSG states that ‘the enter-
prise must conduct an appropriate risk analysis ... to
identify the human rights and environment-related
risks in its own business area and at its direct sup-
pliers’. Indirect suppliers must also be taken into ac-
count in the following manner:

Notwithstanding the general definition, an indirect
supplier is deemed to be a direct supplier if the enter-
prise has ‘structured a direct supplier relationship in
an improper manner or has engaged in a transaction
in order to circumvent the due diligence obligations
with regard to the direct supplier’ [section 5 (1) sen-
tence 2 LkSG]. This scenario could arise, for example,
if the enterprise were to set up a kind of ‘straw man’
with no significant economic activity of its own as an
intermediary, solely in order to avoid or weaken the
enterprise’s supply chain obligations.

Section 4 (1) LkSG requires the establishment of an
effective risk management system. Risk analysis is
one part of this system. ‘Effective are those measures
that make it possible to identify and minimise human
rights and environment-related risks and to prevent,
end or minimise the extent of human rights-related or
environment-related obligations if the enterprise has
caused or contributed to these risks or violations within
the supply chain’ [section 4 (2) LkSG]. In line with the
Federal Government’s explanatory memorandum, the
term ‘cause’ is taken as a general principle to mean that
the enterprise has either directly created the risk on
its own or has contributed through its (causal) actions
to the emergence or intensification of the risk.

“Note: The glossary in section 6.3 includes definitions of key terms used in the LkSG. Section 6.2 compares the NAP and LkSG requirements
side by side in a table with references to the steps recommended in the guideline.
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The reference to the supply chain makes clear that
the risk can lie with the enterprise itself (i.e. in its own
area of business), with a direct supplier or with an in-
direct supplier.

The following requirements must be met when
conducting the risk analysis process:

1. The identified human rights and environment-
related risks must be weighted and prioritised ap-
propriately [section 5 (2) sentence 1]. “The [appro-
priateness] criteria listed in section 3 (2), amongst
others, are decisive in this regard’ [section 5 (2)
sentence 2].

2. The enterprise must ensure that the results of the
risk analysis are communicated internally to the
relevant decision-makers, such as the board of dir-
ectors or the purchasing department [section 5 (3)].

3. The risk analysis must be carried out once a year as
well as on an ad hoc basis if the enterprise must
expect a significantly changed or significantly ex-
panded risk situation in the supply chain, for example
due to the introduction of new products, projects or
a new business field [section 5 (4) sentence 1].

4. Findings from the processing of (grievance mech-
anism) reports according to section 8 (1) are to be
taken into account [section 5 (4) sentence 2].

According to the Federal Government’s explanatory
memorandum, the success of risk analysis is crucially
dependent on the enterprise establishing a clear over-
view of its own procurement processes, the structure,
the stakeholders at its direct suppliers and the groups
potentially affected by its activities. In this context,
with regard to prioritisation, the LkSG allows enter-
prises to exercise discretion over the choice of appro-
priate methods for obtaining and evaluating the in-
formation needed for the risk analysis. The findings of
the risk analysis provide the foundation for specifying
effective preventive and remedial measures (section 6
et seq LkSG).

Implementing due diligence obligations related to
risks at your indirect suppliers (section 9 LkSG)

With regard to indirect suppliers, ‘the enterprise must
adapt its existing risk management system’ [section 9
(2) LkSG] and perform an ad hoc risk analysis in ac-
cordance with section 5 (1) to (3), i.e. for the purposes
described above [section 9 (3) no. 1 LkSG] if it has
‘actual indications that suggest that a violation of a

human rights-related or an environment-related obli-
gation at indirect suppliers may be possible (substan-
tiated knowledge).

How are selected terms described in the LkSG and in
the explanatory memorandum?

The enterprise’s risk management system and its risk
analysis must be appropriate. The appropriateness
categories are the relevant criteria for determining
risk weightings and priorities. According to section 3
(2) LkSG, the appropriateness of actions to meet due
diligence obligations depends on:

1. the nature and extent of the enterprise’s business
activities;

2. the ability of the enterprise to influence the party
directly responsible for a human rights or environ-
ment-related risk or for the violation of a human
rights-related or environment-related obligation;

3. the severity of the violation that can typically be
expected, the reversibility of the violation, and the
probability of the occurrence of a violation of a
human rights-related or an environment-related
obligation as well as

4. the nature of the causal contribution of the enter-
prise to the human rights or environment-related
risk or to the violation of a human rights-related or
environment-related obligation.

According to the Federal Government’s explanatory
memorandum, all due diligence obligations are subject
to the following general principle: the greater an en-
terprise’s scope to exert influence, the more likely and
more severe the anticipated violation of the protected
legal position, and the greater an enterprise’s causal
contribution, the more effort an enterprise can reason-
ably be expected to make in order to prevent or end a
violation. Equally, the more vulnerable a business
activity (in terms of products and production sites) to
human rights risks, the more important the monitor-
ing of the supply chain as part of the enterprise’s
human rights risk management system.

With regard to indirect suppliers, the enterprise must
adapt its existing risk management system and per-
form an ad hoc risk analysis if it is in possession of
substantiated knowledge, for example through its own
grievance mechanism (section 8 LkSG), its own find-
ings, the relevant public authority or other sources
(e.g. publicly available reports). You are assumed to
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have ‘substantiated knowledge’ if your enterprise is in
possession of verifiable and credible indications of a
(potential) human rights or environmental violation by
an indirect supplier. Actual indications of substantiated
knowledge may take the form of reports on the poor
human rights situation in the region of production,
the fact that an indirect supplier belongs to a sector
exposed to a particularly high level of human rights or
environmental risks, previous incidents involving an
indirect supplier, or information about risks in a par-
ticular region in which an enterprise or multiple sup-
pliers operate.

Damage to the environment can also lead to violations of

human rights

Inevitably, the activities of enterprises and their
relationships with other businesses through supply
and value chains also involve impacts on the en-
vironment that may lead directly or indirectly to
human rights risks as well as adverse human
rights impacts. In this context, the actions of enter-
prises and any related environmental damage may
also create human rights risks and may have an
adverse impact on human rights both directly and
indirectly. Air, water and soil pollution, for example,
can threaten the livelihoods of local populations.
If an enterprise extracts too much groundwater in
a region already suffering from water shortages,
for instance, it may violate the right to an adequate
standard of living. Equally, the mishandling of
hazardous waste may lead to human rights viola-
tions if it creates a danger to human health. Further-
more, any deliberate destruction of culturally and

ritually important sites may constitute a violation
of human rights, as it limits the right of people to
take part in cultural life. It follows that preventive
and remedial measures must also take account, at
least implicitly, of any environmental damage that
could have an adverse impact on human rights and
that was therefore identified in the risk analysis.

With regard to environment-related obligations,
the LkSG contains a number of explicit prohibitions:
causing any harmful soil change, water pollution,
air pollution, harmful noise emission or excessive
water consumption; the manufacture, use and
treatment of mercury; the production and use of
persistent organic pollutants; the handling, collec-
tion, storage and disposal of waste in a manner that
is not environmentally sound; and exports and
imports of hazardous waste.

13
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4. How can your enterprise
Implement the requirements

step by step?

The purpose of a human rights risk management sys-
tem is to avoid any harm to people’s universal rights
by analysing and evaluating risks, developing and im-
plementing appropriate measures, and measuring the
effectiveness of those measures. As an enterprise, you
are required to identify, prevent and end human
rights risks, or at least to minimise such risks in cases
where it is either not possible to end them or if the
cost of doing so would be disproportionate.

A regular risk analysis is the starting point for your
risk management system and corporate due diligence
processes. This will help you to systematically identify,
evaluate and prioritise human rights risks. It will pro-
vide the information you need about the impacts of
your own business activities on people who are con-
nected in whatever manner to your enterprise.

The risk analysis as an important
instrument for securing the success
of your business

On its own, the risk analysis has no intrinsic purpose.
From a business management perspective, however,
it is an important instrument for ensuring the long-
term success of your enterprise. Adverse impacts on
human rights due to business activities often lead to
operational disruption, delays and interruptions in the
supply chain, productivity losses, a reduction in quality,
reputational damage and fines or even penalties. As
such, they can have a direct impact on the enterprise’s
economic success. Corruption and bribery, which often
go hand in hand with human rights violations, can
have similar consequences.

In addition, conducting a risk analysis can serve as a
starting point to help you deal more responsibly with
human rights risks, benefit from public support for
human rights engagement, strengthen your relation-
ships with employees and other stakeholders (e.g. local
residents, civil society organisations, investors, city
councils and municipalities) and attract business part-
ners that prefer to work with socially responsible en-
terprises as a way of reducing their own risk exposure.

A shared understanding of automotive
industry risks

The Sector Dialogue Automotive Industry developed
a shared understanding of sector-specific human rights
risks along global supply and value chains of the auto-
motive industry. This process involved the key actors
of the German automotive industry and stakeholders
in the form of industry associations, trade unions,
civil society organisations and the BMAS. As an enter-
prise, you can incorporate this shared understanding
as one element of your own risk analysis and adapt it
to your specific value chain and business activities.
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Step by step towards your first risk analysis

Depending on your enterprise’s business model,
size and position in the supply and value chain,
conducting a risk analysis can be a complex under-
taking. You may find it helpful to begin with a
pilot analysis covering a limited number of areas.

From the abstract to the specific — start your
risk analysis by establishing an overview

Begin by establishing an initial overview of pos-
sible areas of risk. You can then use this overview
and the areas you have identified to conduct a
more detailed risk analysis.

Take a step-by-step approach, e.g. along your dif-
ferent business areas, products, locations, regions
and business relationships. A good place to start
is with your main activities and the associated
value chains and business relationships. You can
present your results in the form of a risk map that
incorporates other relevant factors such as the
political context and vulnerable groups.

Maintain an overview — be pragmatic and reduce
complexity

Especially in the case of complex value chains, it
is often not possible to identify all the risks at
once. In practice, it may be helpful to preselect a
number of value chains for analysis so that you
can identify specific affected groups or human
rights issues within the context of your analysis.
When conducting a pilot analysis, you might also

choose to focus initially on selected products or
services, human rights issues, raw materials,
regions, source countries and business relationships.

This approach could work as follows:

e Select the raw materials you want to analyse.

e Specify the reference documents (e.g. by draw-
ing on relevant studies) that you will use to
assess the abstract risks associated with each
raw material.

e Identify those of your internal products which
could contain potentially risky raw materials.

e Establish priorities within your enterprise’s
internal supply chain for these products to fully
screen them for actual and potential risks.

Tip: Start with your own business operations and
with your direct suppliers. For example, you can
examine the location (high-risk country - yes/no)
and the type of activity (sector and whether highly
automated or labour-intensive).

Finally: concentrate initially on the most severe
of the risks you have identified

In line with the NAP and widely accepted reference
instruments such as the UN Guiding Principles, you
can prioritise the risks you have identified on the
basis of their severity. When you come to develop
and implement measures, you should therefore
concentrate on those risks which could cause the
greatest harm to people.

15
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4.1 Step 1 - Prepare,
conduct a baseline assess-
ment and use it as a
starting point

In practice, it is clear that many enterprises in the auto-
motive industry have already analysed the human
rights risks associated with their activities using inter-
nal and external data sources and in collaboration
with their stakeholders. This approach ranges from ad
hoc analyses of press articles and evaluations of audit
findings through to the consideration of grievances
and the mapping of conflict-affected and high-risk
areas from which they obtain raw materials and pro-
ducts. For many enterprises, the process of system-
atically identifying and managing risks is also nothing
new. By way of example, a similar methodological
approach is already well known in the area of
operational environmental protection (e.g. EMAS- see
Regulation 1221/2009). Moreover, some established
management systems and processes already include
action to identify human rights risks.

Through these mechanisms, initial findings and basic
procedures are already in place at many enterprises
and can serve as the basis for conducting an NAP-
compliant risk analysis. Draw on this existing business
information and these sources within your enterprise
when it comes to determining your status quo.

Rules and standards

The first step is to collate all the rules and standards
you have already adopted and examine how they
relate to human rights risks and potentially affected
groups. Your collection may include:

internal guidelines

codes of conduct

contract components

policy statements/corporate position papers
regulatory frameworks

work instructions

statements

If your existing rules and standards already address
human rights issues or reference particular groups,
this can be taken as an indication of potential adverse

human rights impacts linked to your enterprise’s ac-
tivities. On the other hand, in some cases, rules and
standards can - unintentionally - lead to or at least
facilitate adverse human rights impacts. When devel-
oping measures to prevent or mitigate such impacts,
you will have to decide whether you need to adapt
your enterprise’s existing rules and standards (see the
guideline for the core element ‘Measures and effect-
iveness tracking’).

Internal activities

You can also review your enterprise’s internal activ-
ities in order to identify potential and actual human
rights violations, even beyond your own premises,
and then use the findings as a source of information
and as part of your risk analysis. For example, you
may wish to examine the following elements:

processes for dealing with tip-offs and grievances

stipulations for handling audit findings

supplier evaluation methods

processes for handling press reports

procedures to follow when initiating new business

relationships

e approach to establishing new business areas,
breaking into new markets and introducing new
products and services

e your environmental management system

e processes already established as part of a ‘trad-
itional’ system of corporate risk management

e traditional risk and compliance management

processes

Analyses and investigations

When conducting your risk analysis, you can also make
use of any existing findings, analyses or investigations
related to human rights. You can draw on external
and internal expertise for both the baseline assessment
and your subsequent work to identify risks (see also
section 6.1 ‘Further information’).

Overview of illustrative internal and external sources
for the risk analysis:

Examples of internal sources

e Overview of conflict-affected and high-risk pro-
curement countries in your supply chain

e Findings of (human rights) audits and evaluations
within the purchasing department (e.g. workplace
safety audits or supplier evaluations)
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e Summary of reports and grievances

e Information from your risk and compliance
management system

e Summary of reports from codetermination bodies

e Report on potentially conflict-affected raw
materials in your own products

e Evaluation of employee surveys

e Information from your customer and business
partner management and from consumer
protection groups

e Overview of reports submitted via your grievance
mechanisms

e Internal reporting systems

e Non-financial or sustainability reporting

Examples of external sources

e Reports and studies by NGOs, universities, govern-
ment authorities, business associations and trade
unions (e.g. on particular sectors, countries and
human rights issues)

e List of relevant national and international press
reports about the enterprise or the sector on
human rights issues

e Information from sector initiatives

e List of relevant sources for monitoring the human
rights situation

e Results of risk ratings and rankings

e Case law and legal commentaries

As a general principle, you should base your analysis
on information that is as reliable and objective as
possible. It is worth checking the integrity of the pub-
lisher and the quality of the methods used to gather
the information. Drawing on a variety of reliable
sources will also allow you to build up a broader and
often more balanced picture.

The corresponding guidelines for the policy state-
ment and the grievance mechanism include a recom-
mendation to conduct a baseline assessment as part
of the first step. These baseline assessments can be
combined with your baseline assessment for the risk
analysis. This allows you to create synergies and avoid
any potential duplication.

Designate a central
coordination office

Create a central coordination office, for
example a human rights officer, whose role is
to bring together all the information you have
compiled, including the human rights risks
and potentially affected groups identified in
your analysis. At this point, it can be useful to
hold direct talks with experienced colleagues
in relevant divisions and departments, e.g. risk
management, legal and compliance (to ensure
that reports of corruption are also considered),
purchasing, sales, sustainability, human re-
sources and occupational safety — and in your
enterprise’s codetermination bodies.

4.2 Step 2 - Use the

shared understanding of
risks to supplement your
own baseline assessment

The Sector Dialogue Automotive Industry developed
a shared understanding of sector-specific human
rights risks along global supply and value chains of the
automotive industry. This process involved the key
actors of the German automotive industry and stake-
holders. The joint assessment is therefore based on
the specialist knowledge and experience of partici-
pating enterprises, trade associations, trade unions,
institutes, ministries and civil society organisations as
well as the relevant UN Guiding Principles and the
NAP. It can point you towards other potential human
rights issues and groups in addition to those you
identified in your internal baseline assessment (step 1).

You can use the shared understanding of sector-spe-
cific human rights risks along global supply and value
chains of the automotive industry as the basis for
your risk analysis regardless of the size of your enter-
prise and the nature of your business activities. It is
essential in order to supplement the findings of your
enterprise’s own risk analysis, as this is the only way
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you can fulfil the NAP’s procedural and informational
requirements. This means that you will need to evalu-
ate, adapt and supplement the typical risks and affected
groups listed in this guideline to ensure that they relate
to your specific value chain and business activities.

Relevant issues

These are the issues which members of the Sector
Dialogue believe present the greatest risks of adverse
impacts on people who are directly or indirectly linked
to the business activities at their sites and in their
global supply and value chains:®

e child labour

e forced labour and modern forms of slavery

e restrictions on freedom of assembly and association
(including systematic opposition to and the sup-
pression and sabotage of worker representation
bodies)

e any form of discrimination (e.g. based on gender,
age, ethnic and social origin, nationality, religion
or worldview, physical or mental disability, sexual
orientation)

e risks to data protection and privacy

e risks to health and safety in the workplace

e precarious employment and labour conditions
(e.g. in the case of unregulated temporary work or
the misuse of short-term contracts)

e corruption and bribery

e risks to consumer protection and failure to assume
product responsibility

e restrictions on the rights of local communities and
indigenous peoples

e damage to health, shelter or the economic resources
needed for subsistence, e.g. due to water, soil or air
pollution or deforestation

e restrictions on land rights

e restrictions on access to education

The shared understanding also reflects the fact that
human rights violations can occur as a result of the
destruction of and damage to the environment. It
follows that such potential violations must also be
considered.

Vulnerable groups

As part of endeavours to respect human rights, the
focus of members of the Sector Dialogue is on the
following groups, as their human rights are potentially
at risk from business activities along the automotive
industry’s global supply and value chains:

e the enterprise’s own employees and trainees at its
national and international sites

e employees of controlled joint ventures

e employees of business partners, e.g. non-con-
trolled joint ventures, joint venture partners, (sub)-
contractors and others (see below, for example, in
relation to the direct supply chain)

e groups in the upstream value chain, i.e. in the
enterprise’s own direct and indirect value chain:
workers involved in the production and processing
of raw materials and the manufacture of inter-
mediate goods, small-scale prospectors, small-
holders, the employees of service providers and
direct suppliers

e groups in the enterprise’s own downstream value
chain: employees of customers, end customers,
people with other links to the enterprise’s products
and services (e.g. through the enterprise’s sponsor-
ship of large sports events)

e groups regardless of their position in the value
chain: people with informal or precarious employ-
ment conditions, local trade union representatives
or trade union members (within the enterprise or at
its suppliers, service providers, business partners,
joint ventures and joint venture partners)

e groups that are linked to but do not form a direct
part of the value chain (members of local commu-
nities, indigenous peoples, people living near the
enterprise’s local sites and family members)

Highly vulnerable groups

Within these groups, members of the Sector Dialogue
have identified people who are exposed to a higher
risk of adverse human rights impacts. These ‘highly
vulnerable groups’ have specific needs and are socially
marginalised or find it difficult to make their voices

*Note: Some of the issues listed go beyond the protected legal positions set out in the LkSG.
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heard or to assert their rights out of fear of reprisals:

® women

e children

local communities (especially indigenous peoples

and their representatives)

elderly people

poor people

sick people

people with disabilities

groups in unregulated or poorly regulated situations

ethnic or religious minorities

members of the lesbian, gay, bisexual, transgender,

queer and intersex community

e representatives of certain groups (especially human
rights defenders and trade union representatives)

e whistleblowers

e workers in precarious or informal employment

e migrant workers

Taken together, the risks and the potentially and highly
vulnerable groups identified in your baseline assess-
ment (step 1) and in the Sector Dialogue provide a
broad basis for your enterprise’s own risk analysis.
However, this is merely a first illustrative list that will
require further specification in the next step. It is
possible that some of the human rights issues and
potentially affected groups identified in your own ini-
tial list, or those included in the shared understand-
ing, may prove not to be material. If so, there is no
need to include them in your internal due diligence
processes.

Your examination of human rights risks and poten-
tially affected groups should also consider environ-
mental damage as a (potential) cause of adverse
human rights impacts.

4.3 Step 3 - Make sure you
cover all the main risk
identification parameters

The NAP explicitly requires enterprises to consider
their entire supply and value chain when conducting a
risk analysis. In practice, the automotive industry is
frequently characterised by dynamic, complex and, to
some extent, untransparent networks, with many re-
ciprocal customer-supplier relationships. This means
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you will need to systematically examine all the risks
that may arise at any stage of value creation in the life
cycle of a product or the delivery of a service and in
your business relationships. This will encompass, e.g.,
the extraction of raw materials, production (from
individual components to the finished product), sale,
use, recycling and disposal, implementing projects,
investment activities, lending and sponsorship ar-
rangements.

The term business relationships includes your enter-
prise’s business partners, your majority and minority
equity interests, controlled and non-controlled joint
ventures, enterprises in your supply and value chain
(including enterprises in tiers located further up-
stream or downstream) and public authorities or in-
stitutions that have direct links to your sites, products
and services.

In the case of reciprocal customer-supplier relation-
ships, your risk analysis should consider the business
partners in question, both for your enterprise and
your suppliers, and the subsequent processing and
use of intermediate and end products. Under these
circumstances, suppliers that also act as customers
may also often be subject to human rights due dili-
gence obligations.

The initial goal of risk analysis is to build a transparent
picture of all the risks associated with your activities.
One such risk is the sale of products to customers
that pose a very high risk of improper use, for example
in the case of ‘dual use’ products, i.e. technologies
and goods, mainly intended for civil applications,
which can also be used for military purposes. When it
comes to deciding on appropriate measures, you will
also need to consider your enterprise’s ability to in-
fluence and its causal contribution to actual and po-
tential adverse impacts. Accordingly, in the case of
adverse impacts that are more remote from your en-
terprise, you are expected to meet other require-
ments in the area of human rights observance (see
also the guideline for the core element ‘Measures and
effectiveness tracking’).
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Human rights due
diligence in equity
interests and joint ventures

One of the questions that often arises when
conducting a risk analysis is how you should
treat majority and minority equity interests
and joint ventures in terms of human rights
due diligence. As a general principle, your re-
sponsibility to exercise due diligence covers all
your enterprise’s activities and business rela-
tionships. As such, it also applies to any long-
term equity interests and joint ventures,
whether or not your enterprise has operation-
al control or a controlling influence over the
activities of such equity interests.

This has implications for risk analysis:

1. Existing long-term equity interests and
joint ventures: Evaluate the risks using the
criteria described above (severity, probabil-
ity of occurrence, ability to influence, causal
contribution, any other factors that will
help you set out appropriate measures). Ex-
perience suggests that it is better to start
with majority equity interests, although this
is not a general rule. Information on specif-
ic actions can be found in the separate
guideline for the core element ‘Measures
and effectiveness tracking’.

2. Newly acquired equity interests: In the
case of mergers, acquisitions and long-term
equity interests, your enterprise will ‘inherit’
human rights due diligence obligations. By
conducting a thorough analysis of relevant
risks in the due diligence phase, you can ob-
tain a good overview of the human rights
risks and impacts — and any associated (po-
tential) costs and legal and reputational
risks - that may lie ahead.

What is it essential to
consider in the case of
mergers and acquisitions?

What Do Human Rights Have to Do with
Mergers and Acquisitions? published by Shift,
contains practical advice on how enterprises
can recognise and deal with human rights risks
when making decisions on the structuring of
mergers and acquisitions.

Going beyond your own enterprise and
its business relationships - analyse the
entire supply and value chain

When it comes to identifying risks, it is both logical
and necessary to examine the human rights situation
beyond your own ‘factory gates’. This view is support-
ed by the practical experience of enterprises in the
automotive industry and by (NGO) studies (e.g. by
Brot fiir die Welt, Misereor and PowerShift, INKOTA
and PowerShift, ONZ and INKOTA, Business and
Human Rights Resource Centre). This is based on the
fact that human rights risks often lie at the beginning
of the supply chain or in downstream tiers of the wider
value chain, e.g. product use. Here are some examples:

e Child labour in cobalt mining in the Democratic
Republic of the Congo (DRC), from where the ore is
shipped to smelters, which in turn use it to make
input products for the global automotive industry.

e Risk of violating the rights of local and indigenous
populations in the ‘lithium triangle’ (Bolivia, Argen-
tina and Chile), whose livelihoods could be threat-
ened by the contamination or decimation of water
resources.

e Damage to the health of local people caused by
pollution of bodies of water and soil as a result of
the improper disposal of heavy metal waste from
nickel mining in Indonesia.

o Allegations that freedom of expression has been
suppressed in connection with motor sport events
such as the Formula 1 Grand Prix in Bahrain.

e Allegations that the rights to freedom of expres-
sion and freedom of assembly are violated at
factories producing vehicle components in China.

e Human rights implications of the use of vehicle
components in the arms industry.

e Excessive working hours at service centres operated
by IT service providers for autonomous driving
applications.


https://www.brot-fuer-die-welt.de/fileadmin/mediapool/downloads/fachpublikationen/sonstige/Weniger_Autos__mehr_globale_Gerechtigkeit_-_2021-web.pdf
https://www.brot-fuer-die-welt.de/fileadmin/mediapool/downloads/fachpublikationen/sonstige/Weniger_Autos__mehr_globale_Gerechtigkeit_-_2021-web.pdf
https://webshop.inkota.de/file/2096/download?token=h3qMrqQn
https://webshop.inkota.de/file/2096/download?token=h3qMrqQn
https://webshop.inkota.de/file/1877/download?token=RE3UjFpO
https://media.business-humanrights.org/media/documents/files/BHRRC_AutomotiveSector_OCT2018.pdf
https://media.business-humanrights.org/media/documents/files/BHRRC_AutomotiveSector_OCT2018.pdf
https://shiftproject.org/wp-content/uploads/2016/01/Shift_MAarticle_Jan2016.pdf
https://shiftproject.org/wp-content/uploads/2016/01/Shift_MAarticle_Jan2016.pdf
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Examples of human rights risks
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manufacture

Component and
module production

Figure 1: Examples of human rights risks
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NAP vs LkSG - Which parts of the supply and value chain
do you need to cover in your risk analysis?

Area (from the perspective of the enterprise
applying the NAP or LkSG)

NAP LkSG

Own business area

v v

Direct suppliers

v v

Indirect suppliers

v W)

Entire upstream and downstream value chain

v —

$Ad hoc in the case of substantiated knowledge of (potential) human rights violations.

As required by the NAP, and internationally
recognised frameworks such as the UN Guiding
Principles, your risk analysis should cover the
entire upstream and downstream supply and
value chain.

For the purposes of the LkSG, the term ‘supply
chain’ includes all your products and services and
every step, in or outside Germany, which is essen-
tial to the manufacture of your products or the
provision of your services - from the extraction of
raw materials through to final delivery to your end
customers. As such, it applies to the actions of
your enterprise in its own area of business, the ac-
tions of direct suppliers and the actions of indirect
suppliers. The LkSG requires you to identify,
weight and prioritise the risks in your own area of
business and those involving your direct suppliers.
If an enterprise has actual indications of a possible
violation at an indirect supplier (substantiated
knowledge), it must conduct an ad hoc risk ana-
lysis that includes its indirect suppliers without
undue delay. Actual indications as the basis for

substantiated knowledge may, for example, take
the form of reports on the poor human rights situ-
ation in the region of production, the fact that an
indirect supplier belongs to a sector exposed to a
particularly high level of human rights or environ-
mental risks, previous incidents involving an indir-
ect supplier, or information about risks in a par-
ticular region in which an enterprise or multiple
suppliers operate. In addition, enterprises can ob-
tain substantiated knowledge of adverse human
rights impacts in their supply and value chain
through reports in the media, from NGOs and
from tip-offs and grievances submitted by rights
holders.

Regardless of whether an enterprise falls under the
scope of the Supply Chain Act (LkSG), both this
NAP implementation guideline and the Act take a
proactive and preventive approach to meeting due
diligence obligations. This is designed to identify
risks, wherever possible, along the entire upstream
and downstream supply and value chain - also in
the enterprise’s own economic interest.

22
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Identify the actual risk situation

Your risk analysis must account for the local risk situ-
ation in those locations where value is added. To this
end, identify and evaluate the countries and regions
within your own upstream and downstream supply
and value chain to make an initial assessment of
whether the procurement and use of products and
services could be linked to human rights risks.

Simply defining countries and regions as either
‘conflict-prone’ or ‘conflict-free’, however, is
insufficient to make a definitive assessment of

the human rights situation. For example, it may still
be possible to obtain conflict-free raw materials
through a responsible business partner operating
in a conflict-affected or high-risk country. Equally,
products sourced from a country in the EU classed
as low risk may still be associated with human rights
violations. As an enterprise, you must therefore be
aware that human rights violations can occur in
any country. Consequently, in addition to a regional
risk analysis, you must conduct risks analyses for
specific product groups and locations.

Human rights violations may occur in the following
forms and situations, for example:

e modern forms of forced labour (e.g. taking away
the identity documents of foreign workers in the
agriculture, construction and cleaning staff)

e circumventing safety standards by offering bribes
to licensing and supervisory bodies (e.g. in relation
to fire protection in buildings and occupational
safety)

e selling products to customers that violate human
rights directly or indirectly through their use of
those products

e damage to human health (e.g. through water
pollution caused by heavy metal waste)

e providing loans to enterprises that use the money
to finance projects without due regard for human
rights

e obstructing the formation of worker representation
bodies (e.g. through the harassment of workers or
threats that they will lose their jobs)

e discrimination against lesbian, gay, bisexual, trans-
gender and intersex people within your enterprise

e unequal pay for women and men

e disregard for minimum wage requirements in the
supply chain or at the enterprise’s own sites (e.g.
through the use of subcontractors that violate
national or German minimum wage regulations)

e excessive working hours and failure to observe
break times

e disregard for the right to free, prior and informed
consent (FPIC) by (potentially) affected indigenous
groups

Insight into corporate
practice: risk analysis as

part of the Human Rights
Respect System at Mercedes-
Benz Group AG

In accordance with the UN Guiding Principles,
Mercedes-Benz Group has implemented a
variety of measures to ensure that it fulfils its
human rights due diligence obligations along
its value chain. These measures are based on
the Human Rights Respect System, developed
by Mercedes-Benz Group AG, which involves
conducting systematic risk-based analyses to
monitor compliance with human rights among
Group companies and in the supply chain.
Dialogue with rights holders, for example local
workers and population groups, is a corner-
stone of the Group’s approach.

The first step in the Human Rights Respect
System is to identify those human rights is-
sues which are most important to Group com-
panies based on core human rights standards.
Using this information, supply chain-specific
analyses are conducted yearly with the help of
a human rights survey in order to identify sets
of measures that address specific risks. The
results of this analysis are subsequently docu-
mented and used to develop measures.

The long version of this good practice example
is available online.



https://www.csr-in-deutschland.de/DE/Wirtschaft-Menschenrechte/Umsetzungshilfen/Branchendialoge/Automobilindustrie/Praxisbeispiele/praxisbeispiele-art.html
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Questionnaire on
human rights risks at
suppliers

Using the standardised questionnaire produced
by the sector initiative Drive Sustainability,
automotive enterprises have adopted a com-
parable, cross-company approach to request-
ing information from their suppliers so that
they can draw conclusions about the presence
of human rights risks and other issues linked
to responsible corporate governance.

You can use the questionnaire and the accom-
panying documentation to help you collect
data in a structured manner from your own
suppliers. If necessary, in consultation with
trade unions and civil society actors, you can
also build on the findings of this survey to
gain a better understanding of the risks asso-
ciated with your supply chain and classify the
information provided by suppliers.

Several OEMs and a number of suppliers, some
of which are members of the Sector Dialogue,
use the questionnaire for their own human rights
due diligence processes in the area of procure-
ment. This ranges from incorporating it into
their risk analysis in order to identify individual
high-risk suppliers, and identifying trends and
patterns within certain sectors and countries,
through to using it as a basis for drawing up
agreements on preventive measures between
operational purchasing teams and suppliers.

The duty of the state
and support for efforts
to protect human rights

Even if a state is unable or unwilling to fulfil
its duty to protect against human rights viola-
tions or is even involved in such violations,
enterprises are not absolved from their respon-
sibility to fulfil their own human rights due
diligence obligations. Especially in situations
where there is an increased risk of severe
human rights violations, enterprises are re-
sponsible for countering the adverse human
rights impacts through appropriate measures
for prevention, mitigation and redress.

Although action of this kind by enterprises
cannot compensate for state inaction, the risk
of human rights violations should never-
theless be identified and designated as such.
In this context, Germany’s Federal Govern-
ment fulfils its obligations to protect human
rights and addresses issues of this nature at
international talks on economic matters.

The Federal Government also provides a range
of tools to help enterprises analyse the risks
associated with their activities. Advice is avail-
able, for example, from German missions
abroad, the Network of German Chambers of
Commerce Abroad (AHKs) and Germany
Trade & Invest (GTAI). Further information
about the relationship between states and en-
terprises in areas affected by conflict can be
found in the guideline for the core element
‘Measures and effectiveness tracking’



https://www.drivesustainability.org/
https://www.auswaertiges-amt.de/en/about-us/auslandsvertretungen/-/229722
https://www.auswaertiges-amt.de/en/about-us/auslandsvertretungen/-/229722
https://www.ahk.de/en/
https://www.ahk.de/en/
https://www.gtai.de/en/invest
https://www.gtai.de/en/invest
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Whether small or large enterprises -
it depends on the severity of possible
human rights violations

The complexity and scope of your individual risk ana-
lysis can be influenced by the size of your enterprise,
its industry affiliation and the nature of your activ-
ities, although these factors are not necessarily corre-
lated. It follows that the size of an enterprise does
not necessarily determine the complexity of its value
chain - even the value chain of a small enterprise may
include products, raw materials or services associated
with a greater level of risk. However, the depth and
breadth of analysis increase in line with the size of
the enterprise, its industry affiliation and the nature
and context of its business activities.

The size of an enterprise does
not necessarily determine the
complexity of its value chain.

The smaller an enterprise is, the more informal the
structures for conducting a risk analysis frequently
tend to be. Larger enterprises have more employees,
whose human rights they have to consider. Typically,
large enterprises also engage in a wider range of busi-
ness activities and tend to establish more diverse
business relationships in relatively complex value
chains spanning more countries. Consequently, they
may find that they have to deal with a potentially
greater number of more serious human rights risks,
while also implementing and monitoring a more
complex set of due diligence obligations. On the
other hand, when it comes to decision-making, com-
munications, controls and supervision, larger enter-
prises generally have more comprehensive systems
and procedures in place.

Against this background, the key factor to bear in
mind when evaluating actual or potential adverse
impacts on human rights is severity. For example, a
small enterprise with only a handful of employees
that trades in minerals or metals from a region
where mining activities are associated with conflict
or human rights violations will have a very high
human rights risk profile (see step 5).

4.4 Step 4 - Identify risks

Your baseline assessment (step 1) involved putting
together an initial overview of human rights risks and
potentially affected groups. In step 2, you then
fleshed out that analysis using the Sector Dialogue’s
shared understanding of sector-specific human rights
risks along the global supply and value chains of the
automotive industry. Based on experience, many hu-
man rights violations occur when enterprises over-
look risks, or when rapidly evolving situations are rec-
ognised too late. In such cases, it can often prove
impossible to take measures in good time. That is
why you need to complete your analysis of the entire
supply and value chain. It stands to reason that you
have to identify risks before you can evaluate them.

That does not mean you have to undertake a detailed
evaluation of the human rights risk of every direct or
indirect business relationship and activity or of every
single product and service. This would be practically
impossible, especially for enterprises with complex
and multi-tiered value chains involving thousands of
suppliers. The same is true for small and medium-
sized enterprises that have a large number of business
relationships compared to their own resources. There-
fore, risk analysis is much more about taking a risk-
based approach. This involves identifying problems
that potentially hinder or constrain people from exer-
cising their human rights. Criteria such as the enter-
prise’s ability to influence risks and its causal contri-
bution come into play later on when you assess the
risks of different courses of action (steps 5 and 7).

Prepare an overview of your supply
and value chain and your business
relationships

Start by preparing a rough overview of your own sites,
products and services as well as your main business
activities and relationships (e.g. suppliers, customers,
controlled and non-controlled joint ventures, and joint
venture partners). Many enterprises have to purchase
a large number of (input) products, so they have corres-
pondingly large supplier networks. You can reduce

the level of complexity by grouping them. This kind of
structured overview will make it easier to conduct a
systematic risk analysis. You can use the following
questions to help you prepare an overview.
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Corruption and breaches of
human rights due diligence
obligations

The fight against corruption and bribery plays an
important role in wider efforts to respect human
rights. As shown in various studies, for example by
Transparency International, human rights viola-
tions and corruption occur more frequently, for
example, in states where the rule of law is lacking,
institutions are weak and poverty is endemic. Po-
tential human rights risks in such countries in-
clude damage to the health or safety of workers
and the local population, discrimination, restric-
tions on freedom of association and violations of
indigenous peoples’ rights.

With regard to human rights due diligence
processes, it is recommended that enterprises
observe the following:

e As part of their human rights risk analysis,
enterprises should be aware that corruption
and bribery can be an indication of human
rights violations.

e When developing rules and processes designed
to ensure respect for human rights, you should
consider measures to fight corruption and
bribery as a cross-cutting task.

e Enterprises should integrate anti-
corruption measures into their busi-
ness processes and impose anti-
corruption requirements across their supply
chains. If you have not yet established process-
es of this kind at your enterprise, the expansion
of your existing due diligence processes pro-
vides a good reason to do so and an opportunity
to harness synergies.

e With regard to implementation, the recom-
mended approach involves close collaboration
between the compliance department and the
various divisions and departments responsible
for observing human rights.

Some examples of further reading on this subject:
Corruption as a Violation of International Human
Rights, research paper by Prof. Dr Anne Peters, in
European Journal of International Law, Volume 29,
Issue 4, November 2018, pages 1251-1287, Pub-
lished: 14 February 2019; Integrating Human
Rights in the Anti-Corruption Agenda, a study by the
International Council on Human Rights Policy in
collaboration with Transparency International, 2010;
Corruption and Human Rights: Making the
Connection, a study by the International Council
on Human Rights Policy in collaboration with
Transparency International, 2009.



https://academic.oup.com/ejil/article/29/4/1251/5320164
https://academic.oup.com/ejil/article/29/4/1251/5320164
https://assets.publishing.service.gov.uk/media/57a08b34e5274a27b2000a0f/integrating-humrights_.pdf
https://assets.publishing.service.gov.uk/media/57a08b34e5274a27b2000a0f/integrating-humrights_.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1551222
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1551222
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Activities

What are the key activities within the enterprise itself, and within the upstream and

downstream tiers of the value chain?

o Material goods (e.g. extracting and processing raw materials, manufacturing pre- and
intermediate products, in-house production and processing, transport, marketing and
distribution, use, return, recycling, disposal)

e Services (e.g. maintenance, customer support, IT, security, consulting, training, cleaning,
catering, transport and logistics)

o Other important business activities (e.g. sponsorship, lending, investment)

/

Business partners

.

Who are your business partners in the upstream and downstream value chain?

Raw materials
rubber, wool)?

What are the main raw materials you use as ingredients in the final product (e.g. iron,
copper, lithium, cobalt, platinum, nickel, rare earth metals, mica, bauxite, aluminium, leather,

Countries or
regions

Which countries or regions are part of your value chain (e.g. your own production and distribution
sites, points of origin of your raw materials, business partner and supplier locations, other key
locations where value is added to the product, the countries where your product is distributed)?

Insight into corporate practice: risk management of
suppliers using S ratings at Volkswagen AG, AUDI AG and

Porsche AG

Volkswagen Group uses ‘S’ (sustainability) ratings
to evaluate its (potential) affiliates with regard to
their sustainability performance and to navigate
potential risks. Only suppliers that achieve a posi-
tive S rating are considered eligible for a partner-
ship. This creates a direct incentive for suppliers
to improve their sustainability performance.

S ratings are based on self-disclosure surveys.

The Group recommends actions that can be taken
by any suppliers that fail to meet its criteria.

Additional on-site checks can also be conducted
on the basis of risk.

As well as ensuring a high degree of transparency
with regard to the overall sustainability perform-
ance of its suppliers, Volkswagen Group uses the
S rating system proactively to encourage long-
term improvement in the sustainability perform-
ance of its affiliates.

The long version of this good practice example
is available online.
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Identify potentially affected individuals
and groups

Once you have prepared an overview, the next task is
to identify all the individuals and groups — within your
own enterprise, along your supply and value chain
and in your business relationships - that could be af-
fected by any adverse impacts of your activities. Do
not forget to include groups that might be affected
indirectly as a result of any environmental damage
and impairment. Particular attention should be paid
to ‘vulnerable’ groups. This term is used for people
who are socially disadvantaged, marginalised or ex-
cluded and who find it difficult to make their voices
heard or assert their rights, sometimes out of fear of
reprisals. One example is the indigenous peoples of
the Amazon, who are illegally displaced from their
land due to forest clearance for livestock and the as-
sociated production of cowhides (see step 2).

Use recognised international
reference instruments to complete
your risk survey

With the help of international human rights reference
instruments you can now examine which risks could
apply to the potentially affected and vulnerable
groups you identified in your overview. As guidance,
you can use both the Sector Dialogue’s shared under-
standing of sector-specific human rights risks along
global supply and value chains of the automotive in-
dustry and the section of the Supply Chain Act (LkSG)
on ‘protected legal positions’ (see next page under the
heading ‘Protected legal positions and environmental
obligations as set out in the LkSG’).

The following reference instruments will help you an-
swer the question to what extent human rights may
be compromised in your supply and value chain and
in your business relationships:

e United Nations International Bill of Human Rights,
which includes the Universal Declaration of
Human Rights, the Civil Covenant and the
Social Covenant

e Core Labour Standards of the International
Labour Organization (ILO)®
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From these reference instruments, you can deduce
what human rights are and how they can be adversely
affected by business activities and relationships.

To ensure that your analysis accounts for any highly
vulnerable groups and human rights issues in your
business environment, you can also draw on additional
reference instruments, for example:

e OECD Guidelines for Multinational Enterprises

e OECD Due Diligence Guidance for Responsible
Supply Chains of Minerals from Conflict-Affected
and High-Risk Areas

e Other ILO standards, e.g. ILO Convention 169

You can draw on a wide range of information and
sources, both within your enterprise and outside, to
help you identify potential adverse impacts as com-
prehensively as possible (see step 1). It is quite pos-
sible, too, that for many tiers of your value chain you
will not find any risks, in which case no further action
will be required until you conduct the next analysis.

You might find the question presented on page 30
helpful when you are looking to identify specific risks
based on your overview. The questions are not in-
tended as an exhaustive checklist. It is also important
to look at how they relate to each other, as the
answers to some questions may depend on each other.

6The ILO’s Core Labour Standards (also known as the Fundamental Principles) are set out in the ILO Conventions 29, 87, 98, 100, 105, 111,

138 and 182.


https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-economic-social-and-cultural-rights
https://www.oecd.org/daf/inv/mne/48004323.pdf#page1
https://www.oecd.org/daf/inv/mne/OECD-Due-Diligence-Guidance-Minerals-Edition3.pdf
https://www.oecd.org/daf/inv/mne/OECD-Due-Diligence-Guidance-Minerals-Edition3.pdf
https://www.oecd.org/daf/inv/mne/OECD-Due-Diligence-Guidance-Minerals-Edition3.pdf
https://www.ilo.org/wcmsp5/groups/public/---asia/---ro-bangkok/---ilo-jakarta/documents/publication/wcms_124013.pdf
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Protected legal positions and environmental obligations as

set out in the LkSG

As set out in section 2 (1) LkSG, the term ‘protected
legal positions’ refers to legal positions established

under international conventions on the protection

of human rights. A ‘human rights risk’ or ‘environ-
ment-related risk’ within the meaning of the Act
is ‘a condition in which, on the basis of factual cir-
cumstances, there is a sufficient probability that a
violation of one of the following prohibitions is
imminent’ [section 2 (2) and (3)]. Within the mean-
ing of the Act, a ‘violation’ in respect of a human
rights or environmental obligation refers to any
violation of one of the listed prohibitions [sec-
tion 2 (4) LkSG]. The Annex to the Supply Chain
Act lists all the international conventions on the
protection of human rights. For the purposes of
the LkSG, this is an exhaustive list.

The Act specifies the following prohibitions in
order to protect human rights and sets out
environmental obligations:

child labour, forced labour, slavery

e disregard for occupational health and safety

obligations
disregard for the right to freedom of association

e unequal treatment, unless justified by the

requirements of the employment

e withholding an adequate living wage

causing harmful contamination of soil, water
pollution, air pollution, harmful noise emission
or excessive water consumption

unlawful eviction and the unlawful taking of
land, forests and waters

hiring or use of private or public security forces
with disregard for human rights

any other act which severely impairs a protected
legal position

the manufacture, use and treatment of mercury

e the production and use of persistent organic

pollutants

the handling, collection, storage and disposal of
waste in a manner that is not environmentally
sound

exports and imports of hazardous waste
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Geographical
risks

Raw material
risks

Risks linked to
specific activities

Sector-specific
risks

Risks linked to
specific product
groups

Risks

to vulnerable
groups
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Geographical risks (see also ‘Dealing with the particular challenges of
operating in conflict-affected and high-risk areas’). Are there particular risks
in the countries and regions linked to your operations, e.g. due to:

o conflicts or lack of the rule of law?

« natural disasters or serious environmental damage?

e corruption?

o discriminatory laws or social practices?

~

Raw material risks (see p. 34 "Specific issues that enterprises must consider

in the case of conflict minerals"). Are any of your raw materials potentially

linked to conflicts, e.g. because:

e trade in those materials is used to finance armed groups?

e extraction harms resources due to the use of forced labour violence and

other human rights violations?

mining operations facilitate corruption, money-laundering and other

criminal activities?

o the extraction process causes environmental damage, e.g. deforestation,
severe levels of surface water, groundwater and air pollution, and

destroys local subsistence resources?

freedom, health and safety?

ecosystems and natural resources needed for support of livelihoods?
reasonable limits on working hours?

data protection and privacy?

o equal pay (e.g. between women and men) and living wages?

(What are the risks associated with specific activities, e.g. risks to:

o Automotive e Agriculture (e.g. rubber, cotton)
e Mining o Leather
e Services e Transport

What are the risks associated with different industries?
o Textiles e Recycling and waste disposal

What are the risks caused by labour-intensive operation (as opposed to
automation) for product groups and at different tiers of the value chain?

What are the particular risks affecting vulnerable groups who:
o have advocated for the rights of minorities?

e are employed in precarious working conditions?

« work in a poorly regulated environment?

« belong to an ethnic or religious minority?

 have reported human rights violations?

—
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Choose one area of

your business as a

‘pilot’ to conduct your first
risk analysis

If you are performing your first human rights
risk analysis and are dealing with a complex
supply and value chain, it can be helpful to
start by focusing on a selection of products,
services, raw materials, human rights issues,
regions and tiers of your value chain and as-
sessing the severity of any potential adverse
impacts in this manageable ‘pilot’ area. You
might, for example, start with direct suppliers
and analyse their location (e.g. risk country)
and the nature of their business activities
(e.g. automated vs labour-intensive). You can
then use that information as the basis for a
broader analysis.

Insight into corporate
practice - risk analysis
as part of Knorr-Bremse AG’s
ethical recruitment policy

Among the results of its risk analysis, it emerged
that temporary workers, service providers and
supply chain employees were significant risk
groups for Knorr-Bremse AG in terms of la-
bour conditions. For this reason, the enterprise
conducts a Group-wide review of potential
risks for these categories, with an in-depth
analysis on the issue of ethical recruitment.
The goal of the analysis is to make the risks
associated with these groups of workers visible
and to address those risks whenever necessary.
In future, it is intended that transparency will
be created by means of a detailed question-
naire to be answered by HR and Purchasing
specifically for at-risk workers as part of the
recruitment process.

The long version of this good practice example
is available online.

Marine freight as an
example of human

rights risks in the logistics
sector

Over 80% of world trade is handled by sea.
The container shipping industry is one of the
biggest players in this market. Around 1.5 mil-
lion seafarers currently live and work on mer-
chant ships. Human rights risks can be found
in the supply and value chains of enterprises
in the form of excessive overtime, insufficient
rest days, low pay and no healthcare. These
risks were exacerbated by the COVID-19 pan-
demic, which left seafarers stranded on their
ships, unable to leave and return to their
home country. The maximum permitted time
spent aboard was frequently exceeded by a
considerable margin. Given the resulting im-
pact on the human rights to health, freedom
and family of those seafarers, the overall situ-
ation was classed as a humanitarian crisis by
the UN. When conducting your risk analysis,
you may find it helpful to use databases that
record anomalies found during official inspec-
tions and that are publicly accessible, e.g.
Paris MoU.

Structured analysis of
risks linked to specific
product groups

The risk of adverse human rights impacts is
often greater in the case of products manu-
factured using largely unautomated processes.
The nature of those risks depends to a large
extent on the sector and on geography. It can
make sense to conduct a structured analysis
of the risks linked to specific product groups,
especially if your procurement team uses a
dedicated system for classifying products and
services, for example the UNSPSC (United
Nations Standard Products and Services Code).
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https://www.ungm.org/Public/UNSPSC
https://www.ungm.org/Public/UNSPSC
https://ungc-communications-assets.s3.amazonaws.com/docs/publications/Joint-statement-Covid19-and-seafarers_OHCHR_GC_WGBHR.pdf
https://ungc-communications-assets.s3.amazonaws.com/docs/publications/Joint-statement-Covid19-and-seafarers_OHCHR_GC_WGBHR.pdf
https://ungc-communications-assets.s3.amazonaws.com/docs/publications/Joint-statement-Covid19-and-seafarers_OHCHR_GC_WGBHR.pdf
https://parismou.org
https://www.csr-in-deutschland.de/DE/Wirtschaft-Menschenrechte/Umsetzungshilfen/Branchendialoge/Automobilindustrie/Praxisbeispiele/praxisbeispiele-art.html

Sector Dialogue Automotive Industry — Guideline for the core element ‘Risk analysis’ 32

South Africa’s

platinum mining in-
dustry as an example

of sector-specific human
rights risks

Apart from the chemicals industry, the auto-
motive sector is the world’s largest buyer of
platinum-group metals (PGM). Platinum is
particularly important as a raw material in the
production of vehicles with a conventional
drive because PGMs are used in catalytic con-
verters. An estimated 70% of the platinum
extracted worldwide comes from mines in
South Africa, where precarious labour condi-
tions can lead to a range of human rights
violations. For economic reasons, platinum is
often extracted using surface-mining tech-
niques that can lead to the displacement of
local populations. Underground mining, on
the other hand, poses risks to the health and
safety of workers due to the frequently poor
working conditions. Protests organised by
South African mineworkers in 2012 were
violently suppressed, costing some people
their lives.

Source: Brot fiir die Welt (2018) (in German)

South America’s
lithium mining industry
as an example of
environment-related
human rights risks

Lithium is a key raw material in the manufac-
ture of electric vehicle (EV) batteries. According
to recent estimates, South America’s Lithium
Triangle (Bolivia, Argentina and Chile) produces
around two thirds of the global supply. How-
ever, most of the processing of lithium into
cathode material for battery cells takes place
in East Asia before the cells are then imported
by German battery and vehicle manufacturers.
This production chain is sometimes associat-
ed with adverse social and environmental im-
pacts. Lithium mining uses vast amounts of
water. This can lead to a fall in groundwater
levels and the mixing of fresh and salt water.
As such, it can pose a threat to agriculture and
vegetation, and therefore to the livelihoods of
local and indigenous communities, in the
Lithium Triangle. The rights of these groups
are also undermined by the fact that in most
cases they have insufficient or no say in the
mining companies’ planning processes.
Source: research by participants in the Sector
Dialogue Automotive Industry, Brot fiir die
Welt (2018) (in German) and Brot fiir die Welt
(2021) (in German)

Human rights risks linked to the digitalisation of product

and service portfolios

Other relevant risks you may come across in your
analysis relate to the digitalisation of automotive
industry products and the development of new
markets and business areas. One example is car-
sharing services, which record and process a large
volume of personal data related to customer be-
haviour and geolocation data. This can quickly
lead to violations of the right to privacy unless the
data is adequately protected and anonymised.

Moreover, insurers can use vehicle sensors as

a way of monitoring the insured person’s driving.
The resulting data can then be used to charge a
higher premium for those whose driving may be
considered riskier or who have a higher rate of
accidents. This may violate the prohibition against
discrimination.

Source: Danish Institute for Human Rights (2020)



https://media.business-humanrights.org/media/documents/A_HRIA_of_Digital_Activities_-_Introduction.pdf
https://www.brot-fuer-die-welt.de/fileadmin/mediapool/blogs/Hilbig_Sven/weniger-autos-mehr-globale-gerechtigkeit-web.pdf
https://www.brot-fuer-die-welt.de/fileadmin/mediapool/blogs/Hilbig_Sven/weniger-autos-mehr-globale-gerechtigkeit-web.pdf
https://www.misereor.de/fileadmin/publikationen/Studie-Weniger-Autos-mehr-globale-Gerechtigkeit.pdf
https://www.misereor.de/fileadmin/publikationen/Studie-Weniger-Autos-mehr-globale-Gerechtigkeit.pdf
https://www.brot-fuer-die-welt.de/fileadmin/mediapool/blogs/Hilbig_Sven/weniger-autos-mehr-globale-gerechtigkeit-web.pdf
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Artisanal cobalt mining

in the Democratic

Republic of the Congo as an
example of human rights risks

Most of the world’s cobalt deposits are located
in the Democratic Republic of the Congo (DRC).
Artisanal mining is a largely informal activity.
Although it is an important source of income
for the local population, it is frequently un-
regulated and without legal protection. Civil
society organisations have criticised the cur-
rent situation, citing a range of abuses. Many
small-scale prospectors put themselves at risk
as they lack protective clothing and safety
procedures. They also expose themselves to
health risks, such as developing respiratory
diseases. Adolescents and even younger chil-
dren often work in artisanal mining. Artisanal
cobalt mining creates environmental risks,
such as forest clearance and water pollution,
and the camps by the mining areas are prone
to violence (by the security forces and armed
militias) and prostitution. There are frequent
conflicts between industrial mining firms and
artisanal miners over extraction rights and the
lack of land for artisanal mining. Small-scale
prospectors are driven off without compensa-
tion for the loss of their livelihood. They are
treated unfairly by intermediaries and often
receive only the smallest fraction of the profits.
Value chain costs are unfairly distributed, and
in many cases prospectors have to pay the
additional costs of certification schemes and
industry initiatives.

Source: INKOTA-netzwerk and
Okumenisches Netz Zentralafrika (2018)

(in German)

Use the right sources and methods

To help you identify risks in terms of (potential) human
rights violations, you can draw on internal and/or
independent external expertise (step 1), refer to the
sources listed in section 6 and consult relevant stake-
holders and potentially affected groups. The size of
your enterprise and the nature and context of your
business activities will play a role in your choice of

suitable sources and methods. The less complex your
enterprise’s supply and value chain and its business
relationships are, the more likely it is that a smaller
selection of sources and methods will suffice in order
to complete the risk inventory. Some useful methods
for risk analysis are outlined below:

Methods

e Desk-based research and analysis (e.g. using the
further information and sources given in sec-
tions 6.1 and 6.4 of this guideline)

e Discussions within your enterprise, at subsidiaries,
with business partners and with their union repre-
sentatives

e Consultation with internal and external sources of

expertise and dialogue with internal/external

stakeholders

Direct talks with and surveys of external stakeholders

Use of checklists

On-site inspections

Evaluations of suppliers and business partners

Cooperation with business partners

Participation in sector dialogues

Holding of stakeholder dialogues

Analysis of reports received through your grievance

mechanisms

e Use of information from your compliance manage-
ment system

Engaging both internal and external
stakeholders

Consulting stakeholders within your enterprise and
from outside is a central component of the methods
outlined above. Internal stakeholders from various
departments can be a great source of useful informa-
tion. By bringing together colleagues from different
departments, you can, on the one hand, ensure that
your analysis incorporates the subject expertise that
you need and that is available. On the other hand,
this inclusive approach can increase acceptance of
the findings and the resulting measures, and raise
awareness of your enterprise’s human rights due dili-
gence obligations. Make sure that when selecting
stakeholders you include not only permanent em-
ployees but also temporary staff and contract workers
in order to gain a broad impression and engage
groups potentially affected by human rights impacts.


https://webshop.inkota.de/node/1560
https://webshop.inkota.de/node/1560
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Relevant internal contacts can usually be found in
the following departments:

Departments

Risk management
Human resources

Legal and compliance
Occupational safety
Purchasing
Codetermination bodies
Sales and marketing
Logistics

Sustainability
Production
Environmental management
Quality management

Engaging external stakeholders can also provide
access to relevant expertise and can help you better
understand the perspective of (potentially) affected
persons. As a minimum, you must engage with such
groups (or their legitimate representatives) on the
ground when conducting your detailed analysis of
risks that could have particularly severe impacts
(step 5). However, this approach can also be import-
ant and offer valuable insights in the earlier stages
when identifying and evaluating risks.

In detail: Dealing with the particular
challenges of operating in conflict-
affected and high-risk areas

According to the OECD Due Diligence Guidance for
Responsible Supply Chains of Minerals from Conflict-
Affected and High-Risk Areas (CAHRAs), the main
features of such areas are armed conflict and wide-
spread violence or other risks of harm to people. This
designation is consequently used above all for polit-
ically unstable countries or regions with deposits

of minerals for which there is strong local, regional or
global demand. The term ‘politically unstable’ is ap-
plied to countries which are currently experiencing
armed conflict (e.g. a civil war), which find themselves
in an unstable post-conflict situation, which have
weak or non-existent systems of national governance,
and in which international law and human rights are
systematically violated.

There is no fundamental contradiction between the
procurement of raw materials from CAHRAs and the

responsibility to respect human rights, provided that
enterprises exercise the required due diligence and
are not directly or indirectly involved in human rights
violations. As part of your risk analysis, you therefore
need to ensure that you know whether your enter-
prise’s products and services, or part of their value chain,
originate from a CAHRA. In addition to the countries
in which you operate, your evaluation should cover
the countries from which you source materials and
countries involved in their transit. Transit countries
are important because transport and logistics opera-
tions can lead to human right violations in conflict-
affected areas, e.g. through payment flows to armed
and criminal groups.

Enterprises are expected to examine whether the
countries in their supply and value chain have been
identified as high-risk countries under relevant
regulations. For example, the European Commission
has published non-binding guidelines to help enter-
prises better understand the definition of ‘conflict-
affected and high-risk areas’ and identify such areas
and other risks in their minerals supply chains. In line
with the EU Conflict Minerals Regulation, the Euro-
pean Commission has also produced an indicative, non-
exhaustive list of conflict-affected and high-risk areas.

On its own, however, the act of assessing a country
as a CAHRA does not constitute a statement on the
human rights risk linked to a given procurement - in
part because the human rights situation evolves rap-
idly. As part of your risk assessment, you should also
examine the activities of your suppliers to ensure that
all goods and services are responsibly sourced. Bear
in mind that although countries may be classified as
CAHRAs, conflicts might be concentrated at a regional
or local level and might affect only certain locations,
institutions and actors.

In detail: Specific issues that enterprises
must consider in the case of conflict
minerals

In politically unstable areas, the trade of minerals can
end up financing armed groups, facilitating forced
labour, violence and other human rights violations,
supporting corruption and money-laundering, and
financing other criminal activities abroad. Tin, tung-
sten, tantalum and gold, often referred to as conflict
minerals, are mainly used in electronic devices and
therefore also in automotive components.


https://www.cahraslist.net/
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The EU Conflict Minerals Regulation, which aims to
stem the trade of these four minerals, came into force
on 1 January 2021.7 It covers the activities of EU im-
porters of tin, tantalum, tungsten (and their respective
ores) and gold from CAHRA:s if the volume of minerals
imported exceeds certain annual thresholds. Importers
are obliged to perform a due diligence review of their
supply chain to ensure that the import of these min-
erals (whether in the form of metal, ore, powder or
concentrate) does not contribute to the risks set out
in the OECD Due Diligence Guidance for Responsible
Supply Chains of Minerals from Conflict-Affected
and High-Risk Areas.

In addition, the OECD’s due diligence guidance offers
detailed recommendations for how enterprises can
design responsible procurement systems, i.e. with re-
spect for human rights and avoiding any contribution
to conflict. The OECD also encourages small and
medium-sized enterprises to implement the guidance
in a manner that reflects their size and risk profile.

Overview of current conflict-affected and high-risk areas

(CAHRA list)

The European Commission’s CAHRA list is up-
dated every three months. The raw materials in
question are specifically named in a separate
report for each CAHRA.

Other publicly accessible sources of information

developed and updated by outside organisations:

e Heidelberg Conflict Barometer,
https://hiik.de/?lang=en

e Rule of Law in Armed Conflicts (RULAC -
Geneva Academy), http://www.rulac.org/

e Assessment Capacities Project — Global Emergency
Overview, https://www.acaps.org/en/countries/

e Uppsala Conflict Data Program — Georefer-
enced Event Dataset, https://ucdp.uu.se/

e CrisisWatch, https://www.crisisgroup.org/

e Global Peace Index,
https: //www.visionofhumanity.org/

e Armed Conflict Location and Event Data
(ACLED), https://acleddata.com/#/dashboard

e Fragile States Index,
https://fragilestatesindex.org/

To help you identify CAHRASs, you can also refer
to the sanctions lists published by the EU

(EU sanctions list) and the United Nations

(UN sanctions list) as another source of informa-
tion. Links to other sources and indices are given
in section 6.

Gaining a deeper understanding of conflict-affected and high-risk areas

For enterprises that wish to address the issue of
conflict-affected and high-risk areas (CAHRASs)
in greater depth as part of their risk analysis,
Conflict-Sensitive Business Practice — Guidance

for Extractive Industries, published by Internation-
al Alert, offers a useful guideline and screening
tools to support responsible conduct in high-risk
and conflict areas.

7 Regulation (EU) 2017/821 of the European Parliament and of the Council of 17 May 2017 laying down supply chain due diligence obligations
for Union importers of tin, tantalum and tungsten, their ores, and gold originating from conflict-affected and high-risk areas, downloadable at
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32017R0821



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex
https://www.oecd-ilibrary.org/governance/oecd-due-diligence-guidance-for-responsible-supply-chains-of-minerals-from-conflict-affected-and-high-risk-areas_9789264252479-en
https://www.oecd-ilibrary.org/governance/oecd-due-diligence-guidance-for-responsible-supply-chains-of-minerals-from-conflict-affected-and-high-risk-areas_9789264252479-en
https://www.oecd-ilibrary.org/governance/oecd-due-diligence-guidance-for-responsible-supply-chains-of-minerals-from-conflict-affected-and-high-risk-areas_9789264252479-en
https://www.cahraslist.net/
https://hiik.de/?lang=en
http://www.rulac.org/
https://www.acaps.org/en/countries/
https://ucdp.uu.se/
https://www.crisisgroup.org/
https://www.visionofhumanity.org/
https://acleddata.com/#/dashboard
https://fragilestatesindex.org/
https://www.eeas.europa.eu/eeas/european-union-sanctions_en
https://www.un.org/securitycouncil/sanctions/information
https://www.international-alert.org/publications/conflict-sensitive-business-practice-guidance-extractive-industries/
https://www.international-alert.org/publications/conflict-sensitive-business-practice-guidance-extractive-industries/
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Useful resources for
working with the EU
Conflict Minerals Regulation

The EU has published further resources on a
dedicated information platform to help enter-
prises implement the Regulation. These include:

e Background information on conflict minerals,
the countries affected and the Regulation
(https://ec.europa.eu/trade/policy/in-
focus/conflict-minerals-regulation/
regulation-explained/index de.htm)

e Tools and guides for implementing the Regu-
lation (https://policy.trade.ec.europa.eu/
development-and-sustainability/conflict-
minerals-regulation/help-your-business en)

e Aseven-page ‘quick guide’ summarising the
main points of the Regulation
https://circabc.europa.eu/ui/group/
8a31feb6-d901-421f-a607-ebbdd7d59¢ca0/
library/01973777-1e98-44b2-90af-
35e09a74e0d8/details

4.5 Step 5 - Assess risks,
analyse them in greater

depth and rank them in

order of priority

In the last step, you produced an overview of your main
business activities and relationships and matched
them to (potentially) affected groups and possible
human rights risks. The next task is to establish a basis
for identifying relevant measures. To this end you
must assess and prioritise the risks you have identified.
As a general rule, there is no hierarchy of human
rights, and enterprises are expected to counteract all
adverse impacts on human rights. In practice, given
that many value chains are complex and geographic-
ally highly dispersed, it can be difficult to address all
these risks at the same time. Consequently, the NAP
and other well-known reference instruments, such as
the UN Guiding Principles, require enterprises to rank
all the risks they identify. When you develop and
implement measures, you should therefore concen-
trate on those risks which could cause the greatest
harm to people.

Studies, experience-

sharing and tools to

help you procure minerals and
metals responsibly

The study Human Rights Risks in Mining:

A Baseline Study and the corresponding user
guidance produced by the Max Planck Foun-
dation for International Peace and the Rule of
Law were commissioned by the Federal Insti-
tute for Geosciences and Natural Resources
(BGR). They outline the main human rights
risks associated with industrial and artisanal
mining and with particular circumstances, e.g.
conflicts. These and similar studies can help
you identify general risks for your context
analysis and allocate them to your value chain.

The European Partnership for Responsible
Minerals is a joint voluntary initiative by
NGOs and other civil society organisations,
the industry and governments. With a view to
making the trade more sustainable, the partner-
ship has set up a forum where members can
share experience of the responsible sourcing
of minerals and metals and of investing in
conflict-affected and high-risk mining areas.
Case studies offer an insight into corporate
due diligence practices and are intended to
support the efforts of the organisations
through practical tips and reports based on
actual experience.

Based on the OECD Guidance, the Responsible
Minerals Initiative provides tools and resources
that allow enterprises to conduct individual
and joint due diligence assessments within
their supply chains in order to source minerals
responsibly.
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https://policy.trade.ec.europa.eu/development-and-sustainability/conflict-minerals-regulation_en
https://policy.trade.ec.europa.eu/development-and-sustainability/conflict-minerals-regulation_en
https://policy.trade.ec.europa.eu/development-and-sustainability/conflict-minerals-regulation_en
https://policy.trade.ec.europa.eu/development-and-sustainability/conflict-minerals-regulation/help-your-business_en
https://policy.trade.ec.europa.eu/development-and-sustainability/conflict-minerals-regulation/help-your-business_en
https://policy.trade.ec.europa.eu/development-and-sustainability/conflict-minerals-regulation/help-your-business_en
https://circabc.europa.eu/ui/group/8a31feb6-d901-421f-a607-ebbdd7d59ca0/library/01973777-1e98-44b2-90af-35e09a74e0d8/details
https://circabc.europa.eu/ui/group/8a31feb6-d901-421f-a607-ebbdd7d59ca0/library/01973777-1e98-44b2-90af-35e09a74e0d8/details
https://circabc.europa.eu/ui/group/8a31feb6-d901-421f-a607-ebbdd7d59ca0/library/01973777-1e98-44b2-90af-35e09a74e0d8/details
https://circabc.europa.eu/ui/group/8a31feb6-d901-421f-a607-ebbdd7d59ca0/library/01973777-1e98-44b2-90af-35e09a74e0d8/details
https://www.bgr.bund.de/DE/Themen/Zusammenarbeit/TechnZusammenarbeit/Downloads/human_rights_risks_in_mining.pdf
https://www.bgr.bund.de/DE/Themen/Zusammenarbeit/TechnZusammenarbeit/Downloads/human_rights_risks_in_mining.pdf
https://europeanpartnership-responsibleminerals.eu/
https://europeanpartnership-responsibleminerals.eu/
https://www.responsiblemineralsinitiative.org/
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EVALUATION AND PRIORITISATION OF
HUMAN RIGHTS RISKS

Visualise all identified risks and (potentially) affected groups
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Evaluate and prioritise risks on the basis of severity

Evaluate risks on the basis of probability of occurrence
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Prepare a risk matrix to provide an overview and prioritise risks
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Consider other relevant factors to derive measures?®
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#In accordance with section 5 (2) LkSG, risks must be prioritised not only on the basis of probability and severity but also on the basis of other
appropriateness criteria as listed in section 3 (2), i.e. the ‘ability of the enterprise to influence the party directly responsible’, the ‘nature of the
causal contribution of the enterprise’ and the ‘nature and extent of the enterprise’s business activities.

Figure 2: Evaluation and prioritisation of human rights risks
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Suggested procedure
Visualise the risks and (potentially) affected groups

To reduce complexity and make it easier to evaluate
individual risks, prepare a simple and clear visual
representation of the risks and (potentially) affected
groups you identified in step 4.

Evaluate risks and prioritise them by impact severity

There are three criteria you can use to determine
whether a potential adverse impact should be classed
as severe. For evaluation purposes, you should class it
as severe if it fulfils one of the following criteria:

e Scale: To what extent would human rights be dam-
aged? For example, would there be a risk to life?

e Scope: How many people would be affected?

e Irremediability: Is the impact irreversible, or can
the damage be compensated or rectified, e.g. in the
case of severe violations causing lasting injury or
the death of workers or the complete destruction
of an ecosystem, taking away people’s livelihoods.

The three severity criteria for human rights impacts -

examples from practice

Scale means the extent of the damage, i.e.

the gravity of the actual or potential impact on

human rights.

e For example, the impact on a person’s health is
greater if that person is forced to work
14 hours a day over a longer period with very
few days off, than if additional work builds up
overtime credits that can be used over the
six-month period prescribed in German em-
ployment law.

e While an enterprise may regard the use of land
belonging to an indigenous community for eco-
nomic purposes as a minor impact, it may con-
stitute a severe restriction on the right to prop-
erty if the land plays an important role in the

culture, traditions and beliefs of the community.

e Changes to a factory’s shift times may appear
to make economic sense but could have a
significant impact on workers if the new times
are incompatible with their religious practices.

e Damage to a person’s bodily integrity is greater
if that person loses a body part due to inad-
equate workplace safety precautions than if a
high workload leads to ill health.

Scope means the number of people that are or

could be affected by an adverse impact.

e For example, if the fire safety precautions at a
factory are inadequate, the entire workforce is
affected, whereas a lack of protective clothing
for handling chemicals will only affect those
working in that area.

e If an enterprise sources key input products
from a sector characterised by precarious
working conditions, the scope of the impact
is determined by the number of people who
work in that sector.

Irremediability means the extent to which adverse
impacts cannot be remediated or whether it is
possible to restore the situation that existed be-
fore the potential violation.

e The chances of redress are more limited, for
example, in the case of severe physical injury
causing persistent damage or even the death of
individuals, or if severe environmental pollution
leads to a loss of biodiversity and therefore to
the destruction of an ecosystem in a region that
provides a livelihood for local people, than
they are in the case of soil contamination, which
can be rectified.

e Adverse impacts on groundwater levels in plat-
inum mining areas should be classed as a more
severe threat to livelihoods than the use of
surface water in countries with plentiful water
resources.
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How do you prioritise
risks correctly?

The publication Exploring the Concept of
Prioritization: An Explanatory Note for the
Dutch Sector Covenant Process provides a
series of brief and clear questions related to
the prioritisation of human rights risks.

The OECD Due Diligence Guidance for Re-
sponsible Business Conduct cites practical
examples of applying the three severity criteria
(see page 45) that can serve as a guideline for
enterprises’ evaluation of risks.

Assess the risks according to their probability
of occurrence

In corporate practice, the probability of occurrence, in
addition to the severity of the risk, often plays a role
in assessment. Of course, efforts to mitigate the po-
tential impact of a severe human rights risk should
not be reduced simply because that impact is unlikely
to materialise. While probability of occurrence may be
a criterion in your risk evaluation, it should be given
less weight than severity of impact.

Some of the factors that can increase the probability
of occurrence are, for example:

e country-specific risks, e.g. poverty, corruption,®
defective rule of law, the absence of environmental
regulations, weak governance or the suppression
of human rights by the state;

e industry-specific risks, e.g. conflicts and known
risks associated with certain raw materials, product
and services;

e product group-specific risks, e.g. labour-intensive,
repetitive work;

e presence of particularly vulnerable groups,

e.g. migrant workers, untrained workers, women,
children, indigenous peoples, certain minorities;

e lack of relevant management systems to deal with
identified risks, either in your own enterprise or
among your business partners.

Section 6 of this guideline includes a list of useful
sources of information and advice on evaluating risks.

Evaluate risks using
a scale or a traffic-light
system

There is no need to establish a specific thresh-
old (e.g. for the number of people affected as
the basis for a decision on whether an impact
should be classed as severe) or a specific
probability of occurrence. An approximate
method (e.g. a scale or traffic-light system) is
sufficient to allow you to assess the risks in
relation to each other:

e scale of potential damage (low to high)
e scope (individuals to many)
e irremediability (reversible to irreversible)

Create a risk matrix

You can now transfer the results of your risk evalu-
ation into a risk matrix. This will help you visualise your
enterprise’s risk situation and give you a clearer over-
view. One axis could indicate the severity of each risk.
The other can be used, for example, for the probability
of occurrence.

e Risks of severe human rights violations with a high
probability of occurrence should be addressed first
when developing measures.

e Risks of severe human rights violations with a low
probability of occurrence should also be prioritised.
For example, you should immediately follow up any
risk of life-threatening injury due to inadequate fire
safety precautions at a production site, even if the
probability of a fire is classed as low.

Involve external stakeholders wherever possible

External stakeholders, above all potentially affected
groups, can often provide a hugely valuable per-
spective and crucial new information in relation to
actual and potential adverse human rights impacts.
They can often help to build a fuller picture and
consequently make the analysis more reliable. It fol-
lows that you should consult potentially affected
groups directly on the ground or gather information
about how they view the situation through their
legitimate representatives.

° The Corruption Perceptions Index (CPI) is the best-known international indicator of corruption. It is produced by the International Secretariat
of Transparency International and ranks countries on the basis of perceived corruption in political and administrative life.
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https://shiftproject.org/wp-content/uploads/2020/06/Shift_NoteonPrioritizationforSER_Feb2016.pdf
https://shiftproject.org/wp-content/uploads/2020/06/Shift_NoteonPrioritizationforSER_Feb2016.pdf
https://shiftproject.org/wp-content/uploads/2020/06/Shift_NoteonPrioritizationforSER_Feb2016.pdf
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You may choose to actively involve the following exter-
nal stakeholders in the process of analysing your risks:

External stakeholders

o Affected groups or their representatives

e Vulnerable groups, as defined in the shared under-
standing of automotive industry risks (see step 2),
and their legitimate representatives

e Local residents

e Trade unions

Indigenous peoples -

an example of

vulnerable groups and the
importance of engagement
processes

Lithium is an important raw material in the
production of batteries for electric vehicles.
It is often mined in areas with a large indi-
genous population. These population groups
can be particularly affected by risks to their
rights to an adequate standard of living,
health and economic self-determination.
Risks of this kind can arise due to the consid-
erable volumes of water used in lithium
mining and the large areas of land required.
They also highlight how environmental dam-
age and destruction can lead to adverse im-
pacts on human life.

The right to free, prior and informed consent
(FPIC) enshrined in Article 9 of ILO Conven-
tion 169 is particularly important in terms of
engaging with indigenous communities. In
addition, Article 15 of the Convention estab-
lishes their ‘rights ... to the natural resources
pertaining to their land’, including the right to
participate in decisions on the ‘use, manage-
ment and conservation’ of these resources.
The right of indigenous peoples to the preser-
vation and practice of their own culture
(Article 27 of the International Covenant on
Civil and Political Rights) also includes a pro-
vision that the free, prior and informed con-
sent of indigenous peoples must be obtained
whenever plans to exploit natural resources
could restrict the practice of their culture.

e Business associations

e Public authorities

e Civil society organisations

e Experts

e Customers, consumers and end users

e Employees in the supply and value chain

e Members of sector initiatives

e Shareholders, investors and small stockholders
e Actors with relevant human rights expertise

At the same time, making contact with (potentially)
affected or vulnerable groups and persons found

in more remote areas or outside the tiers of the value
chain often poses a particular challenge for enter-
prises. This can be particularly difficult if there is no
direct contact, if those groups fear reprisals or if
dialogue is hampered by linguistic, cultural or gender-
specific barriers. To facilitate the effective involve-
ment of affected persons, enterprises should there-
fore recognise and if possible resolve communication
barriers, differences in power and any other plausible
obstacles, and, if necessary, protect the identity of
individuals who are in danger. If it is not possible to
establish direct dialogue, it may make sense to engage
in a ‘proxy’ dialogue with representatives of (potent-
ially) affected groups, civil society, independent ex-
perts or local human rights defenders. This approach
is also useful if the risks are of similar relevance to
several enterprises. In such cases it can be helpful to
coordinate your discussions jointly or to seek the views
of the groups in question through their designated
representatives or officially recognised experts.

| £ N
Engaging stakeholders v

The guideline Stakeholder Engagement in
Human Rights Due Diligence by the UN
Global Compact Network Germany and twenty-
fifty enables enterprises to engage stake-
holders appropriately and effectively as part
of the human rights due diligence process.

It covers all the core elements of the NAP and
can therefore help you establish a compre-
hensive approach. The guidance is practical in
nature and is also suitable for SMEs.



https://www.globalcompact.de/migrated_files/wAssets/docs/Menschenrechte/stakeholder_engagement_in_humanrights_due_diligence.pdf
https://www.globalcompact.de/migrated_files/wAssets/docs/Menschenrechte/stakeholder_engagement_in_humanrights_due_diligence.pdf
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Maintaining the long-
term engagement of
stakeholders

Risk analysis should be seen as a continuous
process. Stakeholder contributions are very
important in this context. The valuable insight
they provide can help you to review the effect-
iveness of your measures and to establish

and monitor effective grievance mechanisms.
Decisions on the selection and involvement of
stakeholders should therefore be taken with
foresight and with the goal of building up a
longer-term relationship. In this regard, too,
the members of the Sector Dialogue advocate
setting up cross-company dialogue formats

e For example, if you have identified a CAHRA in your
own supply chain, you may often need to perform
an in-depth analysis (e.g. by reviewing available
audit findings or conducting an unannounced on-
site inspection) in order to determine whether your
business partners are (potentially) contributing to
serious human rights problems.

e Equally, you may have concluded from your risk
assessment that the issue of child labour could be a
problem in your own value chain. In this case, how-
ever, only an in-depth analysis can help you deter-
mine whether your business partners are observing
their terms of reference and ensuring that no work
is being performed by children.

As well as engaging with external stakeholders, you
can use some of the following methods to obtain a
more detailed analysis of risks:

with external stakeholders. This makes it pos-
sible to pool capacity and resources, share
experience and reduce demands on stake-
holders, e.g. by avoiding multiple requests.

Conduct a more detailed analysis where necessary

An in-depth analysis is necessary in the case of particu-
larly severe risks and when you do not have the infor-
mation needed to take appropriate measures. You can
use the methods and sources set out in step 5 and
section 6 and apply them with a specific focus on
those risks you have identified which need further
analysis. Your in-depth analysis can examine different
levels (e.g. locations, processes, business partners,
supply chain tiers, groups). As stipulated in the NAP,
however, it should at a minimum:

e include context-specific factors such as the
political situation or the presence of vulnerable
groups, e.g. indigenous populations, minorities;

e incorporate internal and external expert know-
ledge;

e involve dialogue with (potentially) affected groups,
conducted either by the enterprise itself or by com-
missioning, for example, local civil society organ-
isations for this purpose, e.g. as part of a country-
specific human rights impact assessment.

The purpose of this in-depth analysis is to obtain a
better understanding of potential harms, cause-and-
effect relationships and the concerns of potentially
affected groups.

Perform additional desk research using documents
and databases, e.g. country-based and sector-
specific studies or risk indices (see section 6.1 for a
list of possible sources).

Conduct, commission or take part in studies
designed to identify and clarify risks, the factors
that lead to those risks and the associated cause-
and-effect relationships.

Tools for in-depth risks
analysis

Human Rights Impact Assessment Resources
and Human Rights Impact Assessment
Methodology Tool, published by the Danish
Institute for Human Rights, provide enterprises
with a comprehensive and solid collection of
tools and supplementary guidance on human
rights impact analyses. In addition to numerous
templates, there are plenty of examples to
illustrate the process. The collection is aimed
at enterprises that already have some ex-
perience of implementing human rights due
diligence requirements. The guidance not only
covers all the steps required for an in-depth
risk analysis but also sets out approaches for
engaging with (potentially) affected groups
and other stakeholders.



https://nomogaia.org/wp-content/uploads/2018/09/HUMAN-RIGHTS-IMPACT-ASSESSMENT-RESOURCES-Sept-9-2018.pdf
https://nomogaia.org/human-rights-impact-assessment-hria/methodology/
https://nomogaia.org/human-rights-impact-assessment-hria/methodology/
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Consider other relevant factors

The key factors involved in prioritising risk are severity
and probability of occurrence. However, other factors
may also play a role in later on determining which
measures you adopt. It therefore makes sense to
include these in your risk analysis, too, even if they
only serve to provide further information on which to
base your measures rather than to exclude specific
risks from your analysis. The most important of these
factors are described below:

e The nature and scope of your business activities:
Larger enterprises (based on turnover, balance
sheet total or employee numbers) are expected to
take wider-ranging measures than SMEs.

e The nature of your causal contribution: The closer
you are to an impending violation (or to one that
has already materialised) and the more you con-
tribute to that violation, the greater your responsi-
bility to end or at least minimise the (potential)
violation. A relevant factor, for example, is whether
your enterprise has a direct or indirect relationship
with a supplier that has been linked to human rights
violations. This is why it is essential to build trace-
ability and transparency into your supply and value
chain. Traceability allows you to determine more
precisely who is affected, while transparency enables
you to determine the exact nature of those impacts.

® Your ability to influence the perpetrator of the
(potential) violation: This means the ability of an
enterprise to bring about change in unlawful prac-
tices caused not by the enterprise itself but by a
third party, or to which that third party is contrib-
uting. Your ability to influence depends partly
on whether you have a direct contractual relation-
ship with the third party that has been linked to
human rights risks. It also depends on how many
other enterprises have a contractual relationship
with the third party. It follows that the measures
you adopt, especially in response to serious
violations, should include steps to increase your
ability to influence (e.g. through engagement in
sector initiatives), since a lack of influence cannot
be used as an excuse for not taking measures.
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The three levels of causal contribution according to the

UN Guiding Principles

A crucial factor when it comes to specifying and implementing appropriate measures at a later stage is
how closely your enterprise is linked to a (potential) adverse impact. The closer your link to an impending
or existing violation and the greater your contribution, the more you will need to take action to end or at

least minimise the (potential) violation.

When assessing these risks, you will therefore need to distinguish between the following three types of

causal contribution:

e Cause: Cause is established if your enterprise
can be held responsible for harm that has arisen
through a cause-and-effect relationship. This
applies, for example, to the following harms:
dangerous working conditions in your own
business operations as a result of missing
safety equipment; contamination of a local
community’s drinking water due to the intro-
duction of chemical wastewater; late evening
shiftwork despite being aware that armed
attacks occur more frequently in darkness in
the surrounding area.

e Contribute: You are contributing to a human
rights violation if your enterprise causes an
adverse impact together with others, or if its
actions contribute to impacts caused by others,
e.g. by facilitating or incentivising their actions.
This might, for example, involve passing on in-
formation about employee use of the internet
to a government that uses the information to
persecute political dissidents. Other examples
would be changing your product specifications
for suppliers at short notice without adjusting
your deadlines or prices, with the result that the
supplier can only fulfil the contract by violating
labour standards or setting up a joint venture
(minority holding) with a partner linked to hu-
man rights risks.

e Linked: There is considered to be a link if a

human rights violation due to your enterprise’s
business relationships is directly linked to

your business activities, products or services.
Although your enterprise may not be directly
responsible for any adverse impacts, it may be
linked to such impacts through its business
relationships. This may occur, for example, if
you buy leather products from businesses that
employ children contrary to your terms of ref-
erence, or if you sell products to customers
where there is a particularly high risk of misuse.
Other examples include a lack of workplace
safety measures in mining operations as part of
the upstream supply chain to which you are
linked through components you procure con-
taining those raw materials, or the procurement
of minerals from a region in which local industry
is responsible for severe contamination of drink-
ing water and the resulting damage caused to
the heath of local people.
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Useful risk analysis
tools

e CSR Risk Check by MVO is a free online
program that can be used to assess the
local human rights situation as well as en-
vironmental, social and governance issues.

e SME Compass produced by the Federal
Government’s Business & Human Rights
Helpdesk is an online tool that is also
suitable for larger enterprises. Phase 2 -
‘Perform a risk analysis’ is particularly helpful.

e The study Material Change, produced by
the sector initiatives Drive Sustainability,
The Responsible Minerals Initiative and The
Dragonfly Initiative, evaluates the sustain-
ability risks and opportunities for 18 priority
raw materials. You may find the information
in this study very useful when performing
your risk analysis.

e To help you assess the risks from your sup-
pliers, you can use the standardised Auto-
motive supplier sustainability question-
naire produced by the sector initiative Drive
Sustainability.

e Five Steps towards Managing the Human
Rights Impacts of Your Business, published
by the UN Global Compact Network Ger-
many and twentyfifty, is a clear and practical
guide to developing due diligence processes
for both large enterprises and, in particular,
SMEs. Step 4 is particularly useful when
conducting a risk analysis.

4.6 Step 6 - Analyse your
risks at regular intervals
and ad hoc

The human rights situation is dynamic and can change
constantly as a result of national and international
standard-setting, cultural shifts, social tension, erup-
tions of violence, heightened (or reduced) levels of
conflict and other developments. This means that the
risk analysis is not a one-off task. It is a continuous,
process-accompanying procedure that you should
perform at regular intervals for existing business

activities (at least once a year for those enterprises
subject to the LkSG), with additional ad hoc analyses
as required in the event of significant changes. Devel-
opments that typically require your enterprise to
conduct a new risk assessment include, for example:

Circumstances

Commencing business operations

Developing new areas of business

Upcoming entry into a new market

Introducing new products and services
Construction, expansion or relocation of a factory
within the country or abroad

Establishing new business relationships

e Launching new projects

You may also need to conduct an ad hoc risk analysis if
you become aware of information about changes to or
a widening of the risk situation. Typically, this might be
in response to:

Triggers

® Press reports on human rights violations in the
sector or linked to a specific enterprise

e Information received through grievance mech-
anisms or internal codetermination processes

e Publication of relevant human rights studies

e Information and reports from NGOs with, e.g.,
direct links to affected groups

e Findings of compliance reviews and other audits

e Changes on the ground in countries of procure-
ment or distribution (e.g. a change of government
to an authoritarian regime, collapse in political
order in a country, democratically illegitimate coup
by the military forces or other groups)


https://www.mvorisicochecker.nl/en
https://kompass.wirtschaft-entwicklung.de/en
https://drivesustainability.org/wp-content/uploads/2018/07/Material-Change_VF.pdf
https://www.drivesustainability.org/wp-content/uploads/2020/06/DS_SAQ-FORM2019_17012020-EN.pdf
https://www.drivesustainability.org/wp-content/uploads/2020/06/DS_SAQ-FORM2019_17012020-EN.pdf
https://www.drivesustainability.org/wp-content/uploads/2020/06/DS_SAQ-FORM2019_17012020-EN.pdf
https://www.globalcompact.de/migrated_files/wAssets/docs/Menschenrechte/Publikationen/5_steps_towards_managing_the_human_rights_impacts_of_your_business.pdf
https://www.globalcompact.de/migrated_files/wAssets/docs/Menschenrechte/Publikationen/5_steps_towards_managing_the_human_rights_impacts_of_your_business.pdf
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4.7 Step 7 - Integrate risk
analysis into your systems
and processes

Because the risk analysis is not a one-off, standalone
task, it should be set up as a continuous, process-
accompanying procedure. It is most effective if you
start it before launching any new business projects
and as early as possible in the life cycle of an activity
or a business relationship.

Close any gaps in your existing processes
and systems

Current management systems and processes are
not always sufficient to effectively address human
rights risks. Gaps often exist in the following (and
other) typical processes and systems in relation to
human rights:

e Processes: strategic processes (e.g. developing new
areas of business); mergers, acquisitions, divestment
and investment; service provider management; use
of raw materials and products sourced from your
lower supply chain; product responsibility (includ-
ing management of sales and service partners); risk
and compliance management system

e Systems: conventional risk management; control
systems for the environment, healthcare and safety;
supplier management systems

These processes and systems are generally considered
for the first time in step 1 as a mostly incomplete
source of information. Your goal should be to gradually
address human rights risks in all your enterprise’s
processes and systems. As the approach to identifying
and evaluating human rights risks differs from that
used in conventional risk management, it is recom-
mended that you prepare internal process descrip-
tions and specifications to ensure that the approach
you adopt is consistent and efficient.

e For example, you might choose to draw up assess-
ment guidelines explaining and illustrating the
severity criteria in relation to human rights impacts
in different areas (e.g. procurement, HR, sales) to
ensure comparability between different people and
departments when evaluating risks.

® You can update your supplier management system
by requesting information that facilitates trans-
parency over the structure of your (upstream)
supply chain and the maturity of your suppliers’
due diligence processes.

® You can also link this to the self-disclosure
questionnaire produced by the sector initiative
Drive Sustainability.

Use and expand your grievance channels

Another crucial source of data for ongoing risk analysis
are the channels through which information relevant
to human rights risks are received or early indications
of a risk emerge, e.g. grievance procedures, purchas-
ing, customer services, internal audit, public relations
work, the legal and compliance unit, codetermination
bodies, human resources, product responsibility. To
this end, it is important to establish processes — above
all, functioning and effective grievance mechanisms -
that allow you to spot relevant information and pass
it on internally. You will find implementation details
in the separate guidelines for the NAP core elements
‘Grievance mechanism’ and ‘Measures and effective-
ness tracking’

The success of your efforts to
identify risks at an early stage
will depend crucially on raising
awareness among employees.

Train your employees

As a continuous, process-accompanying procedure,
risk analysis requires collaboration between your
internal and external stakeholders. The success of
your efforts to identify risks at an early stage will
depend crucially on raising awareness among em-
ployees. For most enterprises, the key departments
in this context are HR, purchasing, compliance and
sales. It is important to provide initial and further
training that explicitly sets out the goals and princi-
ples of corporate social responsibility.
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Use the findings of your risk analysis

With regard to how you use the findings, here are some
points to bear in mind when setting up a continuous
risk analysis process:

o All findings should be passed on internally to
significant decision-makers (e.g. senior manage-
ment, head of purchasing), given due consideration
and monitored.

e Make sure that you define clear responsibilities,
provide the necessary resources and establish
implementation measures and time frames for
your due diligence processes.

e Formalise and regularly review the risk analysis
process.

e Incorporate the findings into your policy statement
and into your internal communications and external
reporting (see the separate guidelines for the NAP
core elements ‘Policy statement’ and ‘Reporting’).

e Use the findings to help you develop preventive
and remedial measures and to establish and
expand your grievance mechanisms (see the
separate guidelines for the NAP core elements
‘Measures and effectiveness tracking’ and
‘Grievance mechanism’).

As with conventional risk management, it can be
useful to immediately add information on measures
already implemented or planned alongside the risks
you have identified and evaluated in your systems

or documents. This integrated approach to your due
diligence obligations in the areas of risk analysis

and risk prevention/mitigation can help those in pos-
itions of responsibility develop a greater overall under-
standing of the issues. The steps to be followed when
deciding on and implementing appropriate prevention
and mitigation measures are detailed in the guide-
line for the NAP core element ‘Measures and effect-
iveness tracking’.
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5. Monitoring your progress
towards implementing the
requirements

You can use the following list of criteria to check whether you have fully completed the steps and therefore
fulfilled the NAP requirements for the core element ‘Risk analysis’.

Steps implemented to fulfil the NAP Reference to

step in the
. '3 . e 9 A .
requirements for the core element ‘Risk analysis guideline
The enterprise’s risk analysis takes into account the illustrative human rights risks and the
|:| list of potentially vulnerable groups set out in the Sector Dialogue’s shared understanding )

of sector-specific human rights risks along global supply and value chains of the auto-
motive industry.

In addition to the above-mentioned shared understanding, the enterprise has conducted its own risk analysis along its
entire supply and value chain, for:

its own operations, including its own sites

affiliated enterprises in which it has a majority holding both in and outside Germany

affiliated enterprises in which it has a minority holding both in and outside Germany

direct business relationships

indirect business relationships 3,4
products

services and projects

investment activities

business areas

Enterprise-specific risks have been identified and documented in a list. 2,3,4
Potentially affected groups have been identified and documented in a list. 2,4
Human rights reference instruments have been taken into account in the risk analysis. 4

OO0 OO dooH o

The following contextual factors have been taken into account in the risk analysis:

|:| political situation

4
|:| vulnerable groups
I:' The enterprise has identified its causal contribution to identified risks. 5
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|:| Identified risks have been prioritised on the basis of severity (scale, scope and remediability). 5
An in-depth analysis has been conducted:
I:' for serious human rights problems
|:| in the case of risks for which insufficient information is available ;
For the in-depth analysis, the enterprise has:

held local discussions with (potentially) affected groups

incorporated internal expertise (through dialogue with or surveys of employees who have

specialist knowledge of human rights issues) 5

incorporated external expertise (i.e. drawn on studies or consulted experts or civil society
organisations)

(1 OO [

The enterprise has established a procedure that can be used to help identify human rights risks for potentially affected

groups along the entire supply and value chain as follows:

systematically (i.e. part of a structured process)
continuously and regularly (i.e. findings updated at regular intervals)
process-accompanying (i.e. integrated into existing processes)

on an ad hoc basis (i.e. in response to specific changes in risk exposure or business activity or
if the enterprise becomes aware of significant human rights violations)

on a sector-specific basis (i.e. with due regard for those risks and groups deemed relevant to
the automotive industry and other sectors with important links to the enterprise’s business
model)

6,7

The enterprise has established a procedure for regularly updating the risk analysis process.

(1 O OO0

6,7
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6. Where can you find
more information?

6.1 Further information

This guideline is a standalone document covering all
the relevant steps that you will need to implement in
order to completely fulfil the NAP requirements for
the core element ‘Risk analysis’. In addition to this
guideline and the other external documents cited so
far, the following sources will help you to acquire a
deeper understanding of the subject.

Guidance, templates and digital tools to familiarise
you with human rights risk analysis

e OECD Due Diligence Guidance for Responsible
Business Conduct

e CSR Risk Check produced by the Business &
Human Rights Helpdesk at the Agency for Business
and Economic Development. This is an online tool
designed to help enterprises assess local human
rights situations and environmental, social and
governance issues.

o Assessing Human Rights Risks and Impacts -
Perspectives from Corporate Practice published by
the UN Global Compact Network Germany and the
German Institute for Human Rights. This offers
examples of good practice and lessons learned to
help identify human rights risks in supply chains.

It also includes a case study from the automotive
industry.

e Weniger Autos, mehr globale Gerechtigkeit - Die-
sel, Benzin, Elektro: Die Antriebstechnik allein
macht noch keine Verkehrswende (in German)
(Fewer cars, more global justice — Diesel, petrol,
electric: the mobility transition is not just a ques-
tion of drive technology) published by Brot fiir die
Welt, Misereor and PowerShift. This report includes
risk profiles of key raw materials used in the auto-
motive industry that are linked to human rights
risks. Its purpose is to develop a better understand-
ing of human rights problems in upstream supply
chains, with a focus on types of impacts, potentially
affected groups and geographical relevance. Recent
examples and assessments of human rights risks

can be found in a follow-up study (also in German)
entitled “Weniger Autos, mehr globale Gerechtig-
keit — Warum wir die Mobilitats- und Rohstoff-
wende zusammendenken miissen” (Fewer cars,
more global justice - why the mobility and raw
material transitions go hand in hand).

CSR in Deutschland, an information platform oper-
ated by the Federal Ministry of Labour and Social
Affairs (BMAS) containing information on the NAP
and LkSG, useful background knowledge and a
collection of general and industry-specific guides,
advisory services, training courses and practical
examples. The site includes a regularly updated list
of answers (in German) to the most frequently
asked questions about the LkSG.

Business & Human Rights Resource Centre, an
online platform providing a wide range of informa-
tion on human rights issues in relation to business.
The site creates transparency and emphasises
responsibility through position statements by enter-
prises and reports on human rights violations.
Some of the materials relate specifically to the auto-
motive industry.

The CSR Practitioner Days informational website
set up by UPJ, econsense and the German Federal
Ministry of Labour and Social Affairs provides an
overview of tools, publications and practical tips that
can be used to help create responsible supply chains.
The Atlas on Environmental Impacts in Supply
Chains by adelphi and Systain Consulting high-
lights significant environmental impacts and hot-
spots along supply chains. The sector profile shows
particular environmental challenges relevant to the
automotive industry.

A study (in German) entitled Umweltrisiken und -aus-
wirkungen in globalen Lieferketten deutscher Unter-
nehmen - Branchenstudie Automobilindustrie
(Environmental risks and impacts in the global
supply chains of German enterprises — sector study
of the automotive industry) published by the German
Environment Agency (UBA) offers guidance on the
environmental impacts of manufacturing vehicles
and selected components.



https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
http://mneguidelines.oecd.org/OECD-Due-Diligence-Guidance-for-Responsible-Business-Conduct.pdf
http://mneguidelines.oecd.org/OECD-Due-Diligence-Guidance-for-Responsible-Business-Conduct.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://wirtschaft-entwicklung.de/en/helpdesk-on-business-human-rights/csr-risk-check/
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.institut-fuer-menschenrechte.de/fileadmin/user_upload/Publikationen/Weitere_Publikationen/HRIA_Assessing_Human_Rights_Risks_and_Impacts_Perspectives_from_corporate_practice.pdf
https://www.institut-fuer-menschenrechte.de/fileadmin/user_upload/Publikationen/Weitere_Publikationen/HRIA_Assessing_Human_Rights_Risks_and_Impacts_Perspectives_from_corporate_practice.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.brot-fuer-die-welt.de/fileadmin/mediapool/blogs/Hilbig_Sven/weniger-autos-mehr-globale-gerechtigkeit-web.pdf
https://www.brot-fuer-die-welt.de/fileadmin/mediapool/blogs/Hilbig_Sven/weniger-autos-mehr-globale-gerechtigkeit-web.pdf
https://www.brot-fuer-die-welt.de/fileadmin/mediapool/blogs/Hilbig_Sven/weniger-autos-mehr-globale-gerechtigkeit-web.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.csr-in-deutschland.de/EN/Home/home.html
https://www.csr-in-deutschland.de/DE/Wirtschaft-Menschenrechte/Gesetz-ueber-die-unternehmerischen-Sorgfaltspflichten-in-Lieferketten/FAQ/faq.html
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.business-humanrights.org/de/
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.csr-praxistage.de/about-us/
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://adelphi.de/en/system/files/mediathek/bilder/Umweltatlas%20Lieferkette%20-%20adelphi-Systain-englisch.pdf
https://adelphi.de/en/system/files/mediathek/bilder/Umweltatlas%20Lieferkette%20-%20adelphi-Systain-englisch.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.umweltbundesamt.de/publikationen/umweltrisiken-auswirkungen-in-globalen-lieferketten
https://www.umweltbundesamt.de/publikationen/umweltrisiken-auswirkungen-in-globalen-lieferketten
https://www.umweltbundesamt.de/publikationen/umweltrisiken-auswirkungen-in-globalen-lieferketten
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The Berlin CSR Consensus on Corporate Responsi-
bility in Supply and Value Chains was produced by
the German Federal Government’s National CSR
Forum. It sets out requirements and points of
reference for the responsible management of supply
and value chains.

Guidance, templates and digital tools to support
in-depth human rights risk analysis

Risk Awareness Tool for Multinational Enterprises

in Weak Governance Zones. This OECD tool helps
multinational enterprises to answer a series of
issue-specific questions designed to support respon-
sible business practice in high-risk and conflict-
affected areas.

Guide to Human Rights Impact Assessment and
Management by the International Finance Corpor-
ation (IFC). This guide on human rights impact
assessments is designed for enterprises that already
have some experience of implementing human
rights due diligence obligations.

Business and Human Rights Impacts - Identifying

and Prioritizing Human Rights Risks by Shift. This
is a report on the findings of a multi-stakeholder
workshop on identifying human rights risks with
abstracted descriptions of possible approaches to
risk analysis.

Stakeholder Engagement in Human Rights Due
Diligence. A Business Guide by the UN Global
Compact Network Germany and twentyfifty. The
publication offers detailed guidance on engaging
with and involving stakeholders.

OECD Due Diligence Guidance for Meaningful
Stakeholder Engagement in the Extractive Sector.
This document offers practical support for dealing
with the challenges of stakeholder participation

in the mining, oil and gas sectors. Much of the
guidance is relevant to the automotive industry.
Guidance on Human Rights Impact Assessment of

Digital Activities developed by the Danish Institute
for Human Rights. Guidance on how to analyse
human rights risks and impacts related to digital
services and products. Digital services are increas-
ingly important in the automotive industry. For
example, the use of car-sharing apps by OEMs to
develop new markets involves collecting and pro-
cessing a large volume of data on user behaviour
and location.

e Human Rights Due Diligence Info Portal set up by
the UN Global Compact Network Germany. Infor-
mation and tools to help enterprises design and
improve their human rights due diligence process-
es. Some of the materials relate specifically to the
automotive industry and SMEs.

e Human Rights Translated — A Business Reference
Guide produced by the Castan Centre for Human
Rights Law, the International Business Leaders
Forum, the Office of the UN High Commissioner
for Human Rights and the UN Global Compact.
This is a very detailed source of information with
explanatory notes that cover internationally recog-
nised human rights individually and specifically.

e Human Rights and Business Dilemmas Forum
designed by the UN Global Compact and Verisk
Maplecroft. This is a collection of case studies on
specific human rights challenges facing large
enterprises and the approaches they have adopted.

e Menschenrechte achten - Ein Leitfaden fiir Unter-
nehmen (Respecting Human Rights — An Introduc-
tory Guide for Business) by the UN Global Compact
Network Germany, twentyfifty and the German
Institute for Human Rights. This background docu-
ment (in German) looks at fundamental human
rights principles and how to implement them in the
business context. It also examines the associated
opportunities and challenges and selected human
rights in greater detail.

e No Way Around Due Diligence, published by econ-
sense, provides a good overview of (inter)national
frameworks and standards on human rights due
diligence.

Focus: Resources providing in-depth information
on conflict minerals and the EU’s Conflict Minerals
Regulation

e Due Diligence Ready. This information portal was
set up by the European Commission to help enter-
prises find information, tools and training material
that they can use when conducting due diligence
assessments of their minerals and metals supply
chain and as an aid to responsible procurement.

e OECD Due Diligence Guidance for Responsible
Supply Chains of Minerals from Conflict-Affected
and High-Risk Areas. This publication by the
OECD is designed to help industry meet responsible
procurement expectations.



https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.csr-in-deutschland.de/SharedDocs/Downloads/EN/berlin-csr-consensus.pdf;jsessionid=19C8850980580729C5BA8E0C1E7FAC09.delivery2-replication?__blob=publicationFile
https://www.csr-in-deutschland.de/SharedDocs/Downloads/EN/berlin-csr-consensus.pdf;jsessionid=19C8850980580729C5BA8E0C1E7FAC09.delivery2-replication?__blob=publicationFile
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.oecd.org/daf/inv/corporateresponsibility/36885821.pdf
https://www.oecd.org/daf/inv/corporateresponsibility/36885821.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc/human_rights/GuidetoHRIAM.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc/human_rights/GuidetoHRIAM.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://shiftproject.org/resource/business-and-human-rights-impacts-identifying-and-prioritizing-human-rights-risks/
https://shiftproject.org/resource/business-and-human-rights-impacts-identifying-and-prioritizing-human-rights-risks/
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.globalcompact.de/migrated_files/wAssets/docs/Menschenrechte/stakeholder_engagement_in_humanrights_due_diligence.pdf
https://www.globalcompact.de/migrated_files/wAssets/docs/Menschenrechte/stakeholder_engagement_in_humanrights_due_diligence.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://mneguidelines.oecd.org/OECD-Guidance-Extractives-Sector-Stakeholder-Engagement.pdf
https://mneguidelines.oecd.org/OECD-Guidance-Extractives-Sector-Stakeholder-Engagement.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.humanrights.dk/publications/human-rights-impact-assessment-digital-activities
https://www.humanrights.dk/publications/human-rights-impact-assessment-digital-activities
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.globalcompact.de/themen/menschenrechte-arbeitsnormen/infoportal-mrsorgfaltde-wegweiser-fuer-sorgfaltspflichten
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Business/Human_Rights_Translated_web.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/Business/Human_Rights_Translated_web.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://hrbdf.org/
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.institut-fuer-menschenrechte.de/fileadmin/Redaktion/Publikationen/Menschenrechte_achten_Ein_Leitfaden_fuer_Unternehmen_2012_01.pdf
https://www.institut-fuer-menschenrechte.de/fileadmin/Redaktion/Publikationen/Menschenrechte_achten_Ein_Leitfaden_fuer_Unternehmen_2012_01.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://econsense.de/wp-content/uploads/2019/07/190322_Due_Diligence.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://single-market-economy.ec.europa.eu/sectors/raw-materials/due-diligence-ready_en
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.oecd-ilibrary.org/governance/oecd-due-diligence-guidance-for-responsible-supply-chains-of-minerals-from-conflict-affected-and-high-risk-areas_9789264252479-en
https://www.oecd-ilibrary.org/governance/oecd-due-diligence-guidance-for-responsible-supply-chains-of-minerals-from-conflict-affected-and-high-risk-areas_9789264252479-en
https://www.oecd-ilibrary.org/governance/oecd-due-diligence-guidance-for-responsible-supply-chains-of-minerals-from-conflict-affected-and-high-risk-areas_9789264252479-en
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e Due Diligence Guidance for Minerals - 5-Step
Framework for Upstream and Downstream Supply
Chains, published by the OECD.

e Case studies on implementing due diligence in
relation to conflict minerals. These are available
on the website of the European Partnership for
Responsible Minerals (EPRM).

Focus: Data sources to help enterprises independently
identify conflict-affected and high-risk countries

Data on general and overarching human rights issues:

o Country risk profiles

o Amnesty International,
https://www.amnesty.org/en/countries/

o Human Rights Watch, https://www.hrw.org/

o Know Your Country,
https://www.knowyourcountry.com/

o Office of the United Nations High Commissioner
for Human Rights, https://www.ohchr.org/EN/
Countries/Pages/HumanRightsintheWorld.aspx

o US Department of State Human Rights Report,
https://www.state.gov/reports-bureau-of-
democracy-human-rights-and-labor/country-
reports-on-human-rights-practices/

o Indices and ratings

o Transparency International:
Corruption Perception Index,
https://www.transparency.org/en/cpi/2021

o Cato Institute Human Freedom Index (HFI),
https://www.cato.org/human-freedom-
index/2021

o Fund for Peace: Fragile States Index,
https://fragilestatesindex.org/
(see Human Rights and Rule of Law indicator)

e Sources of data on specific human rights issues

o Transparency International: Corruption
Perception Index,
https://www.transparency.org/en/cpi/2021

o Walk Free: Global Slavery Index Proportion in
Slavery, https://www.globalslaveryindex.org/

o World Governance Indicators (World Bank),
http://info.worldbank.org/governance/
wgi/#home

o World Bank List of Classification of Fragile and
Conflict-Affected Situations (FCS): List of con-
flict and risk areas, https://www.worldbank.org/
en/topic/fragilityconflictviolence/brief/har-
monized-list-of-fragile-situations

o US Department of Labor: List of Products and
List of Goods Produced by Child Labor or Forced
Labor, https://www.dol.gov/agencies/ilab/
reports/child-labor/list-of-goods

o The Environmental Justice Atlas (EJAtlas)
documents social conflicts linked to environ-
mental problems. See https://ejatlas.org/
featured/mining-latam

e Armed conflicts

o Heidelberg Institute for International Conflict
Research: List of and information on areas af-
fected by armed conflict, https://hiik.de/con-
flict-barometer/current-version/?lang=en

o Armed Conflict Location and Event Data
(ACLED), https://acleddata.com/#/dashboard

o CrisisWatch, https://www.crisisgroup.org/

o University of Uppsala: Uppsala Conflict Data
Program (UCDP), https://ucdp.uu.se/

e Further data sources to help enterprises
independently identify conflict-affected and
high-risk countries
o Control Risk Worldmap,

https: //www.controlrisks.com/riskmap

0 2020 ITUC Global Rights Index of the Inter-
national Trade Union Confederation,
https: //www.ituc-csi.org/IMG/pdf/ituc
globalrightsindex_2020_en.pdf

o Global Witness, https:/www.globalwitness.org/en/

o INFORM worldmap,
https://drmkc.jrc.ec.europa.eu/inform-index

o Mines and Communities,
http://www.minesandcommunities.org/

o National Resource Governance Institute,
https://resourcegovernance.org/, e.g. Resource
Governance Index (RGI)

o United Nations Human Rights Council,
https://www.ohchr.org/EN/HRBodies/HRC/
Pages/AboutCouncil.aspx

o Mining Conflicts in Latin America,
https://ejatlas.org/featured/mining-latam

o International Peace Information Service (IPIS) —
Conflict Mapping, https://ipisresearch.be/

o Order and Security Index,
https://worldjusticeproject.org/rule-of-law-in-
dex/country/2021/Order%20and%20Security/

o Political Stability Index,
https://www.theglobaleconomy.com/rank-
ings/wb political stability/

o Regulatory Enforcement Index,
https://worldjusticeproject.org/rule-of-law-in-
dex/country/2021/Regulatory%20Enforcement/



https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://mneguidelines.oecd.org/5%20Step%20Framework_A3.pdf
https://mneguidelines.oecd.org/5%20Step%20Framework_A3.pdf
https://mneguidelines.oecd.org/5%20Step%20Framework_A3.pdf
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://europeanpartnership-responsibleminerals.eu/cms/view/8491b742-3f22-4b87-a211-3c619bee10da/case-studies
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.amnesty.org/en/countries/
https://www.hrw.org/
https://www.knowyourcountry.com/ 
https://www.ohchr.org/EN/Countries/Pages/HumanRightsintheWorld.aspx
https://www.ohchr.org/EN/Countries/Pages/HumanRightsintheWorld.aspx
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https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.transparency.org/en/cpi/2021
https://www.transparency.org/en/cpi/2020
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https://acleddata.com/#/dashboard
https://www.crisisgroup.org/
https://ucdp.uu.se/
https://d306pr3pise04h.cloudfront.net/docs/issues_doc%2Fhuman_rights%2FResources%2FHR_Policy_Guide_2nd_Edition.pdf
https://www.controlrisks.com/riskmap
https://www.ituc-csi.org/IMG/pdf/ituc_globalrightsindex_2020_en.pdf
https://www.ituc-csi.org/IMG/pdf/ituc_globalrightsindex_2020_en.pdf
https://www.globalwitness.org/en/
https://drmkc.jrc.ec.europa.eu/inform-index 
http://www.minesandcommunities.org/
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o Rule of Law Index (World Justice Project),
https://worldjusticeproject.org/rule-of-law-
index/

o TIP Report Index (US Department of State),
https://www.state.gov/trafficking-in-per-
sons-report/

o UNDP Human Development Indicators
(including country profiles),
http://hdr.undp.org/en/countries

o United Nations Security Council Resolutions
(UNSC): Recent events and developments in
countries, https://www.un.org/securitycouncil/
content/resolutions

o World Bank Doing Business Report,
https://www.doingbusiness.org/en/reports/
global-reports/doing-business-2017

o Risk Readiness Assessment (RRA)
of the Responsible Minerals Initiative

o RIJCRisk Assessment Toolkit, by Responsible
Jewellery: Responsible Sourcing Council risk as-
sessment tool for actors across the supply chain

6.2 Similarities and
differences between the
NAP and the LkSG

Both the NAP and the LkSG are based on the UN
Guiding Principles (2011) as a reference framework. It
follows that the steps set out in these guidelines for
meeting the NAP requirements will also help you to
fulfil the due diligence processes stipulated in the
LkSG. Although the fundamental requirements of the
NAP and the LkSG are comparable, the rights and
obligations they establish are not identical.

One of the key differences between the two regulatory
frameworks is that the NAP is voluntary, reflecting a
basic expectation of the German Federal Government
that enterprises will take appropriate action to fulfil
their responsibilities at every point in their supply and
value chains. By contrast, the LkSG is mandatory for
all enterprises that fall under its scope of application.
It obliges them to meet clearly defined due diligence
obligations in their own area of business and in their
dealings with both direct and indirect suppliers.

This guideline is designed to help enterprises under-
stand and implement generally accepted and appro-
priate due diligence obligations. With this goal in
mind, it covers all the requirements of the NAP core
element ‘Risk analysis’. Additional references in this
guideline to LkSG requirements also draw attention
to the due diligence obligations imposed by the legis-
lation. This will help enterprises that fall under the
scope of the law to meet their statutory obligations
at the same time. In certain areas, the guidelines go
beyond the above policy frameworks and regulatory
requirements.

The Federal Office for Economic Affairs and Export
Control (BAFA) will assess each case individually to
determine whether an enterprise is meeting the
requirements of the LkSG. In deciding whether the
measures taken are appropriate, it will consider
the enterprise’s specific business model. BAFA will
publish information, aids and recommendations

to facilitate compliance with the LkSG.

Section 3 of this guideline sets out both the NAP
specifications and the LkSG requirements. The over-
view on the next page illustrates which steps in the
guideline can be used to help fulfil the LkSG obligations.


https://worldjusticeproject.org/rule-of-law-index/
https://worldjusticeproject.org/rule-of-law-index/
https://www.state.gov/trafficking-in-persons-report/
https://www.state.gov/trafficking-in-persons-report/
http://hdr.undp.org/en/countries
https://www.un.org/securitycouncil/content/resolutions
https://www.un.org/securitycouncil/content/resolutions
https://www.doingbusiness.org/en/reports/global-reports/doing-business-2017
https://www.doingbusiness.org/en/reports/global-reports/doing-business-2017
https://www.responsiblemineralsinitiative.org/minerals-due-diligence/risk-management/risk-readiness-assessment-(rra)/
https://responsiblejewellery.com/support/toolkit-support/
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Step Page Corresponding NAP Link to LkSG requirements
requirement®

1) Prepare, conduct a No explicit requirement, Section 4 (Risk management)

baseline assessmentand use 16 merely established good Section 9 (Indirect suppliers) (2)

it as a starting point practice and (3) no. 1

2) Use the shared .. . Section 2 (Definitions) (2) and (3)

. . No explicit requirement, . .
understanding of risks to . Section 4 (Risk management)
17 extended commitments based . . .
supplement your own . Section 9 (Indirect suppliers) (2)
. on the Sector Dialogue

baseline assessment and (3) no. 1

3) Make sure you cover all Section 3 (Due diligence obligations)

the main risk identification 19 A D, 1 Section 9 (Indirect suppliers) (2)

parameters and (3) no. 1
Section 4 (Risk management) (4)

4) Identify risks 25 AB.D,H.LJ KL Section 5 (Risk analysis) (1) sentence 1
and (4) sentence 2
Section 9 (Indirect suppliers) (3) no. 1
Section 3 (Due diligence obligations) (2)

5) Assess risks and conduct 36 EFGHL Section 4 (Risk management) (2) and (4)

an in-depth analysis P Section 5 (Risk analysis) (2) and (4)
sentence 2

6) Analyse your risks at . . .

regular intervals and ad hoc 44 B,C Section 5 (Risk analysis) (4)

7) Integrate risk analysis into 45 AB Section 4 (Risk management)

your systems and processes

Section 5 (Risk analysis) (3) and (4)

°The NAP requirements are in alphabetical order as shown in section 3 of this guideline.
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6.3 Glossary

Civil society organisations

See ‘Non-governmental organisations (NGOs).

Conflict-affected and high-risk areas
(CAHRASs)

This term applies to areas currently in a state of
armed conflict or a fragile post-conflict setting. It also
includes areas affected by weak or absent govern-
ance and security, and by widespread and systematic
violations of international law and human rights.

Corruption

Criminological research defines corruption as the
‘abuse of a public office, a position in the economic
sector or a political mandate in favour of a third party,
upon their instigation or one’s own initiative to obtain
an advantage for oneself or a third party, with the oc-
currence or in the expectation of the occurrence of
damage to or a disadvantage for the general public (in
official or political functions) or for an enterprise (if
the offender holds a pertinent position in the eco-
nomic sector)’

Definitions of terms used in the
Supply Chain Act

e In some cases, the LkSG sets out obligations that
must be fulfilled annually and, additionally, ‘on an
ad hoc basis’. In sections 5 (4), 6 (5), 7 (4) and 8 (5)
LkSG, the obligation to meet a requirement on an
ad hoc basis depends on whether the enterprise
should expect a significantly changed or expanded
risk situation in that area of its business. By con-
trast, with regard to the enterprise’s due diligence
obligations on the basis of ‘substantiated know-
ledge’ [section 9 (3) LkSG], the requirement applies
if the enterprise has actual indications that suggest
that a violation of a human rights-related or envir-
onment-related obligation at indirect suppliers
may be possible. If this is the case, the enterprise
must take action on an ad hoc basis.

e Section 3 (1) sentence 1 LkSG states that enterprises
must exercise due regard for the human rights and
environment-related due diligence obligations
set out in that division of the Act which relate to
their supply chains, with the aim of preventing or

minimising human rights or environment-related
risks or of ending the violation of human rights-
related or environment-related obligations. Sec-
tion 3 (2) LkSG sets out criteria for determining
whether actions to fulfil due diligence obligations
are appropriate. This depends on:

o the nature and extent of the enterprise’s
business activities;

o the ability of the enterprise to influence the
party directly responsible for a human rights or
environment-related risk, or for the violation of
a human rights-related or environment-related
obligation;

o the severity of the violation that can typically be
expected, the reversibility of the violation, and
the probability of the occurrence of a violation
of a human rights-related or an environment-
related obligation;

o the nature of the causal contribution of the
enterprise to the human rights or environment-
related risk, or to the violation of a human
rights-related or environment-related obligation.

According to the Federal Government’s explanatory
memorandum, all the due diligence obligations
covered by the Act are subject to the general principle
that the scale of the efforts to be made by an enter-
prise to prevent or end a violation should reflect its
ability to exert influence, the likelihood and severity
of the anticipated violation of a legal position and the
extent of the enterprise’s causal contribution. Equally,
the importance of efforts to monitor the supply chain
should reflect the degree to which the products and
production sites associated with a business activity
are vulnerable to human rights risks.

e The term ‘own business area’ is defined in section 2 (6)
as covering every activity of the company, as a legal
entity representing the enterprise, to achieve the
business objective. This includes any activity related
to the creation and exploitation of products and
services, regardless of whether it is carried out at a
location in Germany or abroad. In affiliated enter-
prises, the parent enterprise’s own business area
includes a group enterprise if the parent enterprise
exercises a decisive influence on the group enterprise.

e The term ‘direct supplier’ is defined in section 2 (7)
LkSG as any supplier or service provider with which
the enterprise has a contractual relationship and whose
supplies are required to produce the enterprise’s
product or to provide and use the relevant service.
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e The term ‘indirect supplier’ is defined in section 2 (8)
as any enterprise which does not meet the defin-
ition for a direct supplier but whose supplies are
nevertheless essential to the enterprise’s activities.
This includes all suppliers with which your enter-
prise is linked through contractual relationships,
business activities, products or services even if
there is no direct contractual relationship.

Excerpt from the NAP setting out
requirements for the core element
‘Risk analysis’ - procedures for the
identification of actual and potential
adverse impacts on human rights

Central to the exercise of due diligence is the estab-
lishment of a procedure that serves to identify, to
prevent or to mitigate potentially adverse effects of
corporate activity on human rights. It is not - or not
only - a matter of considering risks to the company’s
own business activity but is primarily about risks to
the human rights of those who may be affected by
corporate activity, such as employees of the enter-
prise itself or of other companies in the supply chain,
local populations and customers.

The consideration of potentially adverse impacts on
human rights is a continuous task that accompanies
work processes and, in particular, is performed with a
sectoral focus. It should take place when new div-
isions, products or projects are launched as well as in
the context of existing business activities. When po-
tential risks are examined, a distinction must be made
between the following types of impact:

e those generated directly by the enterprise itself;

e those to which the enterprise contributes,
for example through direct contractual relations
with suppliers;

e those connected indirectly with the enterprise
through its business relations, its business activity or
its products or services even though no direct con-
tractual relationship exists, for example in situations
involving numerous intermediary dealers. Granting
loans, issuing credit lines and providing other finan-
cial services to other banks, insurers or other finan-
cial service providers do not in themselves constitute
a relationship in the above sense if those trans-
actions cannot be unambiguously attributed to a
particular business activity in the real economy.

This systematic approach to identifying key impact
factors and risks is nothing new and is already part of
established management systems and processes, as
may be seen, for instance, in Annex I to Regulation
(EC) No.1221/2009 on the voluntary participation by
organisations in a community eco-management and
audit scheme (EMAS), which deals with the internal
environmental review to be conducted by partici-
pating organisations.

The size of an enterprise, the sector to which it
belongs and the nature of its business activity directly
influence the risk that its operations will have an
impact on human rights. The required depth and
breadth of the risk assessment depends on these fac-
tors. An initial risk analysis on the part of an enter-
prise should be conducted for each division or each
product category and possibly for each location too.
The starting point may be a simple overview of the
company’s main activities and of the value chains and
business relations these activities entail. On the basis
of this overview and with due regard to the interna-
tional human rights standards enshrined in instru-
ments such as the Universal Declaration of Human
Rights, the International Covenants on Human Rights,
the ILO Core Labour Standards and the OECD Guide-
lines for Multinational Enterprises, potential risk
areas can be identified. Contextual circumstances
such as the political framework and the presence of
vulnerable groups of people (indigenous populations,
for instance) should be factored into the analysis. The
choice of method and the evaluation of risks can be
made on the basis of the analysts’ own research, inter-
views in-house, in subsidiary enterprises and/or with
business partners and input from external specialists.

With the aid of this analysis, enterprises should deter-
mine whether an in-depth review is needed. This is
most likely to be the case if the risk of an adverse im-
pact on the human rights of particular groups is par-
ticularly high and fuller information is required before
any action can be taken. For this reason, the recognised
problem areas should be ranked in order of priority.

The risk of a particularly adverse impact arises, for ex-
ample, in cases where a large number of people may
be affected or the potential impact would have ser-
ious, unforeseeable, or irreversible consequences. The
in-depth review should at least include local dialogue
with actually or potentially affected parties and
recourse to both internal and external expertise in the
field of human rights.
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Grievance mechanisms

In the context of this series of guidelines, the term
grievance mechanism refers to any routine procedure,
whether internal or cross-company, that can be used
to submit complaints of human rights violations by
the enterprise and to seek remedy.

Human rights

Human rights are fundamental rights held by all indi-
viduals regardless of any discrimination, e.g. on the
grounds of nationality, place of residence, sex, nation-
al or ethnic origin, skin colour, religion, native lan-
guage or other characteristics. They are brought to-
gether in key international standards. The goal of
those standards is to ensure that all people worldwide
are treated equally and with dignity. Among these
rights are those set out in the United Nations Interna-
tional Bill of Human Rights and the fundamental
rights established in the ILO’s Core Labour Standards.

Human rights due diligence obligations
and processes

Human rights due diligence obligations are those ob-
ligations which an enterprise must fulfil in order to
satisfy its responsibility to respect human rights in its
global supply and value chains. These obligations are
specified in particular in the UN Guiding Principles.
Human rights due diligence processes constitute a
continuous risk management process that enterprises
must establish in order to identify, prevent, mitigate
and provide redress for adverse human rights impacts
and demonstrate accountability for the way they deal
with such impacts. The five core elements of the NAP
set out the main steps involved in fulfilling human
rights due diligence obligations.

Human rights impacts (adverse, severe)

Adverse human rights impacts occur when an enter-
prise directly or indirectly contributes to a situation in
which individuals are prevented from exercising their
human rights or restricted in the exercise of those
rights. The focus of this concept is on the risk to the
individual rather than the risk to the enterprise. How-
ever, there is a recognised correlation between the
highest levels of risk to human rights and the risk to
the enterprise. Adverse human rights impacts are as-
sessed as severe if they meet the criteria for severity
in terms of their scale, scope or irremediability.

These criteria may be fulfilled whether or not the en-
terprise is in a position to exert any influence on the
situation. The potential severity of human rights im-
pacts is specific to an enterprise’s activities or busi-
ness relationships and therefore varies between en-
terprises.

Human rights risks and risk analysis

The term ‘human rights risks’ refers to the potential
adverse impacts of an enterprise’s activities on hu-
man rights. They should always be understood as
risks to those affected and not primarily as a risk to
the enterprise itself. In order to assess such human
rights risks, the enterprise should conduct a risk
analysis. The purpose of the risk analysis is to iden-
tify and assess any actual or potential adverse hu-
man rights impacts with which the enterprise may
be involved either through its own activities or as a
result of its business relationships.

ILO Core Labour Standards

The ILO Core Labour Standards are eight conventions
of the International Labour Organization (ILO) that
provide a basic framework of global labour and welfare
standards. They have the status of international legal
instruments and are therefore binding on all states
that have ratified them. The eight conventions are:
Convention No. 87 - Freedom of Association and
Protection of the Right to Organise (1948), Conven-
tion No. 98 - Right to Organise and Collective Bar-
gaining (1949), Convention 29 - Forced Labour (1930),
Convention 105 - Abolition of Forced Labour (1957),
Convention 100 - Equal Remuneration (1951), Con-
vention 111 - Discrimination (Employment and Occu-
pation) (1958), Convention 138 — Minimum Age (1973),
and Convention 182 - Prohibition and Immediate
Action for the Elimination of the Worst Forms of
Child Labour (1999).

International human rights reference
instruments

International human rights reference instruments are
agreements under international law, conventions,
regulations, policies, guidelines, standards and other
provisions designed to promote CSR in the area of
human rights. These documents serve as an import-
ant point of reference for a shared understanding of
human rights, and an obligation to respect them.
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International law

International law is a supranational legal system im-
posed by states on themselves as subjects of interna-
tional law. Among the main sources of international
law are the United Nations International Bill of Hu-
man Rights, bilateral and multilateral agreements
under international law, customary international law
and court rulings. Enterprises are not subjects of in-
ternational law and are not directly bound to observe
international law agreements. Nevertheless, within
their own context and in accordance with the UN
Guiding Principles, they are obliged to respect the
human rights specified in international treaties.

Local communities

In the context of human rights due diligence, the term
‘local communities’ is used for communities that are
located in close proximity to the sites operated by
business enterprises or that are or could be directly
impacted by the activities of those sites. Such impacts
can be positive (e.g. job creation) or negative (e.g.
groundwater pollution). Local communities are not
necessarily homogeneous. In most cases there are
overlaps with indigenous communities and vulnerable
individuals.

Mitigation measures

The term ‘mitigation measures’ refers to all measures
that can be taken to reduce the scale of actual ad-
verse human rights impacts or the probability that
potential adverse human rights impacts will occur.

National Action Plan for Business and
Human Rights (NAP)

The NAP was established by the German Federal

Government to implement the UN Guiding Principles.

It was adopted by the Federal Cabinet in 2016. This is
the first time that the German Federal Government
has embedded the responsibilities of German enter-
prises to respect human rights into an established
framework (the Action Plan). In the NAP, the Federal
Government sets out its expectation that enterprises
must exercise their human rights due diligence obli-
gations and respect human rights at all points in their
supply and value chains. The NAP consists of five
‘core elements’: a human rights policy statement;
procedures for the identification of actual or potential
adverse impacts on human rights; measures to ward

off potential adverse impacts and reviews of the ef-
fectiveness of these measures; reporting; and a griev-
ance mechanism.

Non-governmental organisations (NGOs)

The term ‘non-governmental organisations’ is used
for non-state organisations, institutions, associations,
foundations and other private bodies that are not run
for profit and whose purpose is to contribute to the
common good in the broadest sense. NGOs may op-
erate locally, regionally, nationally and even interna-
tionally. As such, the term includes both local civil so-
ciety organisations and national and international
NGOs. Church-based aid agencies, organisations that
form part of the solidarity movement and foundations
linked to political parties are also classed as NGOs.
NGOs can pursue a wide range of interests. For the
purposes of the UN Guiding Principles, enterprises
and business associations are not treated as NGOs.

OECD Guidelines for Multinational
Enterprises

The OECD Guidelines for Multinational Enterprises
are recommendations by the Organisation for Eco-
nomic Co-operation and Development (OECD) to
states and enterprises. Their purpose is to promote
sustainable business activity in global supply and
value chains. They include recommendations on
transparency, working conditions, the environment,
corruption, consumer protection, reporting, technology
transfer, competition and taxation.

Preventive measures

Preventive measures are measures designed to ensure
that adverse human rights impacts do not occur.

Remedial measures

This term is used to describe both the processes by
which actual or imminent adverse human rights impacts
are ended and those which are intended to provide
redress for those violations. Remedial measures and
redress may take various forms, such as ending the vio-
lation, an apology, the restoration of rights, rehabili-
tation, financial or non-financial compensation, follow-
up measures (e.g. criminal penalties against individuals
or sanctions under administrative law, for example a
fine imposed on the enterprise in question), a temporary
legal remedy or a guarantee of non-recurrence.
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Redress

See ‘Remedial measures’.

Rights holders

This term includes all people irrespective of their
personal characteristics. In this series of guidelines
it refers mainly to persons and groups who may
potentially be affected by human rights violations
(‘potentially affected groups/individuals’).

Stakeholders

Stakeholders are individuals or organisations that
have actual or potential influence over the activities
and decisions of an enterprise or that are or may be
influenced by those activities and decisions.

United Nations Guiding Principles
on Business and Human Rights
(UN Guiding Principles)

The UN Guiding Principles are a framework of 31
principles that set out requirements for political and
business actors. As such, they are the first generally
recognised reference framework for the human rights
obligations of states and the responsibilities of enter-
prises in global supply and value chains. The UN
Guiding Principles are based on three ‘pillars’: the duty
of the state to protect human rights, the responsibility
of business enterprises to respect human rights, and
access to remedy for those affected by human rights
violations. The Guiding Principles were adopted in
2011 by the United Nations Human Rights Council.

United Nations human rights treaties

The UN human rights treaties are binding agreements
under international law. They apply in those states
that have signed and ratified the treaties. The UN’s
human rights treaties are listed below: International
Covenant on Civil and Political Rights (ICCPR), Inter-
national Covenant on Economic, Social and Cultural
Rights (ICESCR), International Convention on the
Elimination of All Forms of Racial Discrimination
(ICERD), Convention on the Elimination of All Forms
of Discrimination against Women (CEDAW), Conven-
tion against Torture and Other Cruel, Inhuman or
Degrading Treatment or Punishment (CAT), Convention
on the Rights of the Child (CRC), International Con-
vention on the Protection of the Rights of All Migrant

Workers and Members of Their Families (ICMW),
Convention on the Rights of Persons with Disabilities
(CRPD), International Convention for the Protection of
All Persons from Enforced Disappearance (ICPPED).

United Nations Universal Declaration of
Human Rights

The Universal Declaration of Human Rights was
adopted by the United Nations General Assembly on
10 December 1948. As a resolution of the General As-
sembly, it is not legally binding. However, it is regard-
ed as part of customary international law. The Uni-
versal Declaration sets out the fundamental rights
held by all people regardless of their origin, religion,
sex or other characteristics. It forms part of the United
Nations International Bill of Human Rights, which
also includes the International Covenant on Civil and
Political Rights (Civil Covenant), the International Cov-
enant on Economic, Social and Cultural Rights (Social
Covenant) and their respective Optional Protocols.

Value chain

An enterprise’s value chain comprises all the activities
linked to the manufacture, sale, use and disposal of
its products or to the delivery of its services. In add-
ition to its business activities, the enterprise’s value
chain therefore includes other enterprises with which
it has a direct business relationship, enterprises in its
direct and indirect upstream supply chain (right up to
the procurement of raw materials), its customers and
any downstream business partners providing disposal
services. Business support functions also form part of
the value chain, e.g. investment and financing activities.

The automotive industry’s value chain is character-
ised by dynamic supplier networks based on recipro-
cal relationships between suppliers and customers.
This means that indirect suppliers in particular can
change frequently and in many cases are not known
to the procuring enterprise. Furthermore, individual
enterprises in the value chain can act simultaneously
as each other’s suppliers and customers for different
products.
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Vulnerable groups

For the purposes of the UN Guiding Principles,
vulnerability is a measure of both the extent to which
a group is vulnerable to adverse human rights im-
pacts as a result of a business activity, and of how it
can overcome those impacts. Accordingly, vulnerable
groups may experience adverse human rights impacts
not only as a result of a specific business activity,
since these impacts can be exacerbated by any exist-
ing cultural, social, environmental, political or eco-
nomic disadvantages affecting those groups.

59



Sector Dialogue Automotive Industry — Guideline for the core element ‘Risk analysis’ 60

6.4 List of sources

Brot fiir die Welt, Misereor, PowerShift, ‘Weniger Autos, mehr globale Gerechtigkeit — Warum wir die Mobilitats-
und Rohstoffwende zusammendenken miissen’ (in German) (2021),
https://www.misereor.de/fileadmin/publikationen/Studie-Weniger-Autos-mehr-globale-Gerechtigkeit.pdf

Brot fiir die Welt, Misereor, PowerShift, ‘Weniger Autos, mehr globale Gerechtigkeit - Diesel, Benzin, Elektro:
Die Antriebstechnik allein macht noch keine Verkehrswende’ (in German) (2018),
https://www.brot-fuer-die-welt.de/fileadmin/mediapool/blogs/Hilbig Sven/weniger-autos-mehr-globale-
gerechtigkeit-web.pdf

Business & Human Rights Resource Centre, ‘Business & human rights snapshot: Automotive sector’,
https://media.business-humanrights.org/media/documents/files/BHRRC AutomotiveSector OCT2018.pdf

Climate Service Center Germany, ‘Vulnerabilitit’ (in German) (2013),
https://www.climate-service-center.de/products_and publications/publications/detail/063303/index.php.de

Corporate Human Rights Benchmark Ltd, ‘Corporate Human Rights Benchmark Methodology 2020.

For the Automotive Manufacturing Industry’,
https://assets.worldbenchmarkingalliance.org/app/uploads/2021/03/CHRB2020MethodologyAutomotive-
Manufacturing.pdf

Council of Europe, European Convention on the Recognition of the Legal Personality of International
Non-Governmental Organisations,
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=124

Danish Institute for Human Rights, ‘Guidance on Human Rights Impact Assessment of Digital Activities’ (2020),
https://www.humanrights.dk/sites/humanrights.dk/files/
mediadocument/A%20HRIA%200f%20Digital%20Activities%20-%20Introduction ENG accessible.pdf

Danish Institute for Human Rights, ‘Welcome and Introduction - Human Rights Impact Assessment
Guidance and Toolbox’ (2020), https://www.humanrights.dk/sites/humanrights.dk/files/media/document/
DIHR%20HRIA%20Toolbox Welcome_and Introduction ENG 2020.pdf

Deutsche Gesellschaft fiir Internationale Zusammenarbeit, ‘A Framework for Climate Change Vulnerability
Assessments’ (2014), https://www.adaptationcommunity.net/download/va/vulnerability-guides-manuals-
reports/Framework for Climate Change Vulnerability Assessments - GIZ 2014.pdf

econsense — Forum for Sustainable Development of German Business e. V., ‘Values & Valuations.
A comprehensive compilation of quantitative human rights indicators for companies’ (2020),
https://econsense.de/wp-content/uploads/2020/09/2020 econsense Paper Human Rights Indicators.pdf

Ernst & Young et al, ‘NAP-Monitoring - Begriffserlduterungen zum Fragebogen fiir die reprasentative Erhebung
2020 (Glossar)’ (in German),
https://www.csr-in-deutschland.de/SharedDocs/Downloads/DE/NAP/fragebogen-nap-monitoring-de.
pdf;jsessionid=541835F10297EF61DBC64DB433430113.deliveryl-master? blob=publicationFile

European Center for Constitutional and Human Rights, glossary entry ‘Universal Declaration of Human Rights’,
https://www.ecchr.eu/en/glossary/universal-declaration-of-human-rights/



https://www.misereor.de/fileadmin/publikationen/Studie-Weniger-Autos-mehr-globale-Gerechtigkeit.pdf
https://www.brot-fuer-die-welt.de/fileadmin/mediapool/blogs/Hilbig_Sven/weniger-autos-mehr-globale-gerechtigkeit-web.pdf
https://www.brot-fuer-die-welt.de/fileadmin/mediapool/blogs/Hilbig_Sven/weniger-autos-mehr-globale-gerechtigkeit-web.pdf
https://media.business-humanrights.org/media/documents/files/BHRRC_AutomotiveSector_OCT2018.pdf
https://www.climate-service-center.de/products_and_publications/publications/detail/063303/index.php.de
https://assets.worldbenchmarkingalliance.org/app/uploads/2021/03/CHRB2020MethodologyAutomotiveManufacturing.pdf
https://assets.worldbenchmarkingalliance.org/app/uploads/2021/03/CHRB2020MethodologyAutomotiveManufacturing.pdf
https://www.coe.int/en/web/conventions/full-list?module=treaty-detail&treatynum=124
https://www.humanrights.dk/sites/humanrights.dk/files/media/document/A%20HRIA%20of%20Digital%20Activities%20-%20Introduction_ENG_accessible.pdf
https://www.humanrights.dk/sites/humanrights.dk/files/media/document/A%20HRIA%20of%20Digital%20Activities%20-%20Introduction_ENG_accessible.pdf
https://www.humanrights.dk/sites/humanrights.dk/files/media/document/DIHR%20HRIA%20Toolbox_Welcome_and_Introduction_ENG_2020.pdf
https://www.humanrights.dk/sites/humanrights.dk/files/media/document/DIHR%20HRIA%20Toolbox_Welcome_and_Introduction_ENG_2020.pdf
https://www.adaptationcommunity.net/download/va/vulnerability-guides-manuals-reports/Framework_for_Climate_Change_Vulnerability_Assessments_-_GIZ_2014.pdf
https://www.adaptationcommunity.net/download/va/vulnerability-guides-manuals-reports/Framework_for_Climate_Change_Vulnerability_Assessments_-_GIZ_2014.pdf
https://econsense.de/wp-content/uploads/2020/09/2020_econsense_Paper_Human_Rights_Indicators.pdf
https://www.csr-in-deutschland.de/SharedDocs/Downloads/DE/NAP/fragebogen-nap-monitoring-de.pdf;jsessionid=541835F10297EF61DBC64DB433430113.delivery1-master?__blob=publicationFile
https://www.csr-in-deutschland.de/SharedDocs/Downloads/DE/NAP/fragebogen-nap-monitoring-de.pdf;jsessionid=541835F10297EF61DBC64DB433430113.delivery1-master?__blob=publicationFile
https://wirtschaft-entwicklung.de/fileadmin/user_upload/5_Wirtschaft_und_Menschenrechte/Downloads/200319_Glossar_Fragebogen_Final_DEU.pdfEuropean Center for Constitutional and Human Rights, Glossary entry ‘Universal Declaration of Human Rights’, https://w
https://wirtschaft-entwicklung.de/fileadmin/user_upload/5_Wirtschaft_und_Menschenrechte/Downloads/200319_Glossar_Fragebogen_Final_DEU.pdfEuropean Center for Constitutional and Human Rights, Glossary entry ‘Universal Declaration of Human Rights’, https://w
https://wirtschaft-entwicklung.de/fileadmin/user_upload/5_Wirtschaft_und_Menschenrechte/Downloads/200319_Glossar_Fragebogen_Final_DEU.pdfEuropean Center for Constitutional and Human Rights, Glossary entry ‘Universal Declaration of Human Rights’, https://w
https://www.ecchr.eu/en/glossary/universal-declaration-of-human-rights/

Sector Dialogue Automotive Industry — Guideline for the core element ‘Risk analysis’ 61

European Center for Constitutional and Human Rights, glossary entry ‘OECD Guidelines for Multinational Enterprises’,
https://www.ecchr.eu/en/glossary/oecd-guidelines-for-multinational-enterprises/

European Commission, ‘Useful information on the Conflict Minerals Regulation’,
https://ec.europa.eu/trade/policy/in-focus/conflict-minerals-regulation/regulation-explained/index_de.htm

European Parliament, Regulation (EU) 2017/821 of the European Parliament and of the Council of 17 May 2017 laying
down supply chain due diligence obligations for Union importers of tin, tantalum and tungsten, their ores, and gold
originating from conflict-affected and high-risk areas, Official Journal of the European Union L 130 (2017): 1-20,
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32017R0821

European Union, Indicative, non-exhaustive list of conflict-affected and high-risk areas under Regulation (EU)
2017/821, glossary, https://www.cahraslist.net/glossary

Federal Agency for Civic Education, ‘NGOs — Nicht-Regierungsorganisationen’ (in German) (2017),
https://www.bpb.de/nachschlagen/zahlen-und-fakten/globalisierung/52808/ngos

Federal Foreign Office on behalf of the Interministerial Committee on Business and Human Rights,
‘National Action Plan. Implementation of the UN Guiding Principles on Business and Human Rights’ (2017),
https://www.auswaertiges-amt.de/blob/610714/fb740510e8c2fa83dc507afad0b2d7ad/nap-wirtschaft-
menschenrechte-engl-data.pdf

Federal Ministry of Labour and Social Affairs, Act on Corporate Due Diligence Obligations in Supply Chains (2021),
https://www.bmas.de/EN/Services/Press/recent-publications/2021/act-on-corporate-due-diligence-in-
supply-chains.html

Federal Ministry of Labour and Social Affairs, ‘Die Achtung von Menschenrechten entlang globaler
Wertschopfungsketten. Risiken und Chancen fiir Branchen der deutschen Wirtschaft’ (in German) (2020),
https://www.bmas.de/SharedDocs/Downloads/DE/Publikationen/Forschungsberichte/fb-543-achtung-
von-menschenrechten-entlang-globaler-wertschoepfungsketten.pdf? blob=publicationFile&v=1

Federal Ministry of Labour and Social Affairs, FAQs: Frequently asked questions about the NAP (in German),
https://www.csr-in-deutschland.de/EN/Business-Human-Rights/NAP/nap.html

Federal Ministry for Economic Affairs and Climate Action, National Contact Point for the OECD Guidelines in
Germany (NKS), https: //www.bmwk.de/Redaktion/EN/Textsammlungen/Foreign-Trade/national-contact-

point-ncp.html

German Environment Agency (UBA), ‘Risks and potential for adaptation’ (2021),
https://www.umweltbundesamt.de/en/topics/climate-energy/climate-change-adaptation/impacts-of-cli-
mate-change/risks-vulnerability

German Environment Agency (UBA), ‘Umweltrisiken und -auswirkungen in globalen Lieferketten deutscher
Unternehmen - Branchenstudie Automobilindustrie’ (in German) (2022),

https: //www.umweltbundesamt.de/sites/default/files/medien/1410/publikationen/2022-05-20_texte 56-2022
innovative werkzeuge lieferkette-branchenstudie automobil.pdf

German Institute for Human Rights, Provisional position statement for the hearing of associations on the bill
presented by the Federal Ministry of Labour and Social Affairs (in German), Bill on Corporate Due Diligence
Obligations in Supply Chains dated 28 February 2021, https://www.bmas.de/SharedDocs/Downloads/DE/Ge-
setze/Stellungnahmen/sorgfaltspflichtengesetz-dimr.pdf? blob=publicationFile&v=2



https://www.ecchr.eu/en/glossary/oecd-guidelines-for-multinational-enterprises/
https://ec.europa.eu/trade/policy/in-focus/conflict-minerals-regulation/regulation-explained/index_de.htm
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32017R0821
https://www.cahraslist.net/glossary
https://www.bpb.de/nachschlagen/zahlen-und-fakten/globalisierung/52808/ngos
https://www.auswaertiges-amt.de/blob/610714/fb740510e8c2fa83dc507afad0b2d7ad/nap-wirtschaft-menschenrechte-engl-data.pdf
https://www.auswaertiges-amt.de/blob/610714/fb740510e8c2fa83dc507afad0b2d7ad/nap-wirtschaft-menschenrechte-engl-data.pdf
https://www.bmas.de/EN/Services/Press/recent-publications/2021/act-on-corporate-due-diligence-in-supply-chains.html
https://www.bmas.de/EN/Services/Press/recent-publications/2021/act-on-corporate-due-diligence-in-supply-chains.html
https://www.bmas.de/SharedDocs/Downloads/DE/Publikationen/Forschungsberichte/fb-543-achtung-von-menschenrechten-entlang-globaler-wertschoepfungsketten.pdf?__blob=publicationFile&v=1
https://www.bmas.de/SharedDocs/Downloads/DE/Publikationen/Forschungsberichte/fb-543-achtung-von-menschenrechten-entlang-globaler-wertschoepfungsketten.pdf?__blob=publicationFile&v=1
https://www.csr-in-deutschland.de/EN/Business-Human-Rights/NAP/nap.html
https://www.bmwk.de/Redaktion/EN/Textsammlungen/Foreign-Trade/national-contact-point-ncp.html
https://www.bmwk.de/Redaktion/EN/Textsammlungen/Foreign-Trade/national-contact-point-ncp.html
https://www.umweltbundesamt.de/en/topics/climate-energy/climate-change-adaptation/impacts-of-climate-change/risks-vulnerability
https://www.umweltbundesamt.de/en/topics/climate-energy/climate-change-adaptation/impacts-of-climate-change/risks-vulnerability
https://www.umweltbundesamt.de/sites/default/files/medien/1410/publikationen/2022-05-20_texte_56-2022_innovative_werkzeuge_lieferkette-branchenstudie_automobil.pdf
https://www.umweltbundesamt.de/sites/default/files/medien/1410/publikationen/2022-05-20_texte_56-2022_innovative_werkzeuge_lieferkette-branchenstudie_automobil.pdf
https://www.bmas.de/SharedDocs/Downloads/DE/Gesetze/Stellungnahmen/sorgfaltspflichtengesetz-dimr.pdf?__blob=publicationFile&v=2
https://www.bmas.de/SharedDocs/Downloads/DE/Gesetze/Stellungnahmen/sorgfaltspflichtengesetz-dimr.pdf?__blob=publicationFile&v=2

Sector Dialogue Automotive Industry — Guideline for the core element ‘Risk analysis’ 62

Intergovernmental Panel on Climate Change, ‘Determinants of Risk: Exposure and Vulnerability’ (2012),
https://www.ipcc.ch/site/assets/uploads/2018/03/SREX-Chap2 FINAL-1.pdf

International Finance Corporation (IFC), ‘Performance Standard 1 - Assessment and Management of Environ-
mental and Social Risks and Impacts’ (2012),
https://www.ifc.org/content/dam/ifc/doc/2010/2012-ifc-performance-standard-1-en.pdf

International Labour Organization, ‘ILO Declaration on Fundamental Principles and Rights at Works’,
https://www.ilo.org/declaration/lang--en/index.htm#:~:text=freedom%200f%20association%20and %20
the,0f%20employment%20and%20occupation%3B%20and

International Labour Organization, ‘Applying and Promoting International Labour Standards’,
https://www.ilo.org/global/standards/applying-and-promoting-international-labour-standards/lang--en/
index.htm

OECD, ‘Responsible Business Conduct. OECD Guidelines for Multinational Enterprises’,
http://mneguidelines.oecd.org/

Office of the High Commissioner for Human Rights, The Corporate Responsibility to Respect Human Rights:
An Interpretive Guide (2012), https://www.ohchr.org/sites/default/files/Documents/Publications/HR.PUB.12.2 En.pdf

Office of the High Commissioner for Human Rights, Guiding Principles on Business and Human Rights.
Implementing the United Nations “Protect, Respect and Remedy” Framework (2011),
https://www.ohchr.org/sites/default/files/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf

Rees, Caroline for Harvard Kennedy School and Shift, “Transforming How Business Impacts People — Unlocking
the Collective Power of Five Distinct Narratives’ (2020),
https://shiftproject.org/wp-content/uploads/2020/10/Transforming-How-Business-Impacts-People_Shift
CRI.pdf

Rheinische Friedrich-Wilhelms-Universitat Bonn, ‘Einflihrung in das Offentliche Recht: Vélkerrecht’ (in German),
https://www.jura.uni-bonn.de/fileadmin/Fachbereich_Rechtswissenschaft/Einrichtungen/Lehrstuehle/Di
Fabio/Staatslehre 2018/6. Voelkerrecht.pdf

Shift Project Ltd, ‘Accounting for Companies’ Human Rights Performance - What Can We Learn from Current
Practices and Innovations?’ (2019),
https://shiftproject.org/wp-content/uploads/2020/07/VRP_Accounting DiscussionPaper.pdf

Shift Project Ltd, ‘Business and Human Rights Impacts — Identifying and Prioritizing Human Rights Risks’ (2014),
https://shiftproject.org/wp-content/uploads/2014/01/Shift SERworkshop_identifyHRrisks 2014.pdf

Shift Project Ltd, ‘Evaluating Business Respect for Human Rights — A Theory of Change Methodology to Deve-
lop Meaningful Indicators’,
https://shiftproject.org/wp-content/uploads/2019/09/3.%20Introduction%20t0%20Theory%200f%20
Change%20method.pdf

Shift Project Ltd, ‘Exploring the Concept of Prioritization — An Explanatory Note for the Dutch Sector Covenant
Process’ (2016), http://shiftproject.org/wp-content/uploads/2020/06/Shift NoteonPrioritizationforSER
Feb2016.pdf

Shift Project Ltd, ‘The Problem with How We Measure Business Respect for Human Rights’,
https://shiftproject.org/wp-content/uploads/2019/09/ValuingRespect TwoPager Sept2019.pdf



https://www.ipcc.ch/site/assets/uploads/2018/03/SREX-Chap2_FINAL-1.pdf
https://www.ifc.org/content/dam/ifc/doc/2010/2012-ifc-performance-standard-1-en.pdf
https://www.ifc.org/content/dam/ifc/doc/2023/ifc-performance-standards-2012-en.pdf 
https://www.ilo.org/declaration/lang--en/index.htm#:~:text=freedom%20of%20association%20and%20the,of%20employment%20and%20occupation%3B%20and
https://www.ilo.org/declaration/lang--en/index.htm#:~:text=freedom%20of%20association%20and%20the,of%20employment%20and%20occupation%3B%20and
https://www.ilo.org/global/standards/applying-and-promoting-international-labour-standards/lang--en/index.htm
https://www.ilo.org/global/standards/applying-and-promoting-international-labour-standards/lang--en/index.htm
http://mneguidelines.oecd.org/
https://www.ohchr.org/sites/default/files/Documents/Publications/HR.PUB.12.2_En.pdf
https://www.ohchr.org/sites/default/files/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf 
https://shiftproject.org/wp-content/uploads/2020/10/Transforming-How-Business-Impacts-People_Shift_CRI.pdf
https://shiftproject.org/wp-content/uploads/2020/10/Transforming-How-Business-Impacts-People_Shift_CRI.pdf
https://www.jura.uni-bonn.de/fileadmin/Fachbereich_Rechtswissenschaft/Einrichtungen/Lehrstuehle/Di_Fabio/Staatslehre_2018/6._Voelkerrecht.pdf
https://www.jura.uni-bonn.de/fileadmin/Fachbereich_Rechtswissenschaft/Einrichtungen/Lehrstuehle/Di_Fabio/Staatslehre_2018/6._Voelkerrecht.pdf
https://shiftproject.org/wp-content/uploads/2020/07/VRP_Accounting_DiscussionPaper.pdf
https://shiftproject.org/wp-content/uploads/2014/01/Shift_SERworkshop_identifyHRrisks_2014.pdf
https://shiftproject.org/wp-content/uploads/2019/09/3.%20Introduction%20to%20Theory%20of%20Change%20method.pdf
https://shiftproject.org/wp-content/uploads/2019/09/3.%20Introduction%20to%20Theory%20of%20Change%20method.pdf
http://shiftproject.org/wp-content/uploads/2020/06/Shift_NoteonPrioritizationforSER_Feb2016.pdf
http://shiftproject.org/wp-content/uploads/2020/06/Shift_NoteonPrioritizationforSER_Feb2016.pdf
https://shiftproject.org/wp-content/uploads/2019/09/ValuingRespect_TwoPager_Sept2019.pdf

Sector Dialogue Automotive Industry — Guideline for the core element ‘Risk analysis’ 63

Shift and Mazars, ‘UN Guiding Principles Reporting Framework (including implementation guidance)’,
https://www.ungpreporting.org/framework-guidance/download-the-reporting-framework/

UN Global Compact Network Germany and German Institute for Human Rights, ‘Menschenrechtliche Risiken
und Auswirkungen ermitteln — Perspektiven aus der Unternehmenspraxis’ (in German) (2015),
https://www.globalcompact.de/migrated files/wAssets/docs/Menschenrechte/Publikationen/menschen-
rechtliche risiken _und auswirkungen ermittlen.pdf

UN Global Compact Network Germany, ‘Five Steps towards Managing the Human Rights Impacts of Your Business’ (2015),
https://www.globalcompact.de/migrated files/wAssets/docs/Menschenrechte/Publikationen/5 steps towards
managing the human_rights impacts of your business.pdf

World Economic Forum, ‘Measuring Stakeholder Capitalism - Towards Common Metrics and Consistent Reporting
of Sustainable Value Creation’ (2020),
http://www3.weforum.org/docs/WEF _IBC Measuring_Stakeholder Capitalism Report 2020.pdf



https://www.ungpreporting.org/framework-guidance/download-the-reporting-framework/
https://www.globalcompact.de/migrated_files/wAssets/docs/Menschenrechte/Publikationen/menschenrechtliche_risiken_und_auswirkungen_ermittlen.pdf
https://www.globalcompact.de/migrated_files/wAssets/docs/Menschenrechte/Publikationen/menschenrechtliche_risiken_und_auswirkungen_ermittlen.pdf
https://www.globalcompact.de/migrated_files/wAssets/docs/Menschenrechte/Publikationen/5_steps_towards_managing_the_human_rights_impacts_of_your_business.pdf
https://www.globalcompact.de/migrated_files/wAssets/docs/Menschenrechte/Publikationen/5_steps_towards_managing_the_human_rights_impacts_of_your_business.pdf
http://www3.weforum.org/docs/WEF_IBC_Measuring_Stakeholder_Capitalism_Report_2020.pdf

Sector Dialogue Automotive Industry — Guideline for the core element ‘Risk analysis’
| Int

Publisher:
The Federal Ministry of Labour and Social Affairs
Division VI b 3 “CSR - Corporate Social Responsibility”, D-11017 Berlin

Status: June 2022

If you want to place an order:
Order no.: A433e-3
Telephone: +49 30 18 272 2721

In writing:

Dispatch of the Federal Government

PO Box 48 10 09

D-18132 Rostock

Email: publikationen@bundesregierung.de
Internet: www.bmas.de

Deaf and Hearing Impaired Services:
Email: info.gehoerlos@bmas.bund.de
Sign language telephone: www.gebaerdentelefon.de/bmas

Editorial team: Mirjam Kolmar, Dr Jana Heinze

Design: Scholz & Friends Reputation

Typesetting/layout: metagate GmbH

Photos: iStock by Getty Images

Printing: Federal Ministry of Labour and Social Affairs Press, Bonn

If you would like to cite this publication, please cite the publisher, title and publication status.


mailto:publikationen%40bundesregierung.de?subject=
http://www.bmas.de
mailto:info.gehoerlos%40bmas.bund.de?subject=
http://www.gebaerdentelefon.de/bmas

	Risk analysis 
	Contents 
	1. Introduction to the guidelines 
	2. Core element ‘Risk analysis’ – the key points at a glance 
	3. What are the requirements that risk analysis must meet? 
	4. How can your enterprise implement the requirements step by step? 
	4.1 Step 1 – Prepare, conduct a baseline assess­ment and use it as a starting point 
	4.2 Step 2 – Use the shared understanding of risks to supplement your own baseline assessment 
	4.3 Step 3 – Make sure you cover all the main risk identification parameters 
	4.4 Step 4 – Identify risks 
	4.5 Step 5 – Assess risks, analyse them in greater depth and rank them in order of priority 
	4.6 Step 6 – Analyse your risks at regular intervals and ad hoc 
	4.7 Step 7 – Integrate risk analysis into your systems and processes 

	5. Monitoring your progress towards implementing the requirements 
	6. Where can you find more information? 
	6.1 Further information 
	6.2 Similarities and differences between the NAP and the LkSG 
	6.3 Glossary 
	6.4 List of sources 

	Imprint 


	Kontrollkästchen1: Off
	Kontrollkästchen2: Off
	Kontrollkästchen3: Off
	Kontrollkästchen4: Off
	Kontrollkästchen15: Off
	Kontrollkästchen5: Off
	Kontrollkästchen6: Off
	Kontrollkästchen7: Off
	Kontrollkästchen8: Off
	Kontrollkästchen9: Off
	Kontrollkästchen10: Off
	Kontrollkästchen11: Off
	Kontrollkästchen12: Off
	Kontrollkästchen13: Off
	Kontrollkästchen14: Off
	Kontrollkästchen16: Off
	Kontrollkästchen17: Off
	Kontrollkästchen18: Off
	Kontrollkästchen19: Off
	Kontrollkästchen20: Off
	Kontrollkästchen21: Off
	Kontrollkästchen22: Off
	Kontrollkästchen23: Off
	Kontrollkästchen24: Off
	Kontrollkästchen25: Off
	Kontrollkästchen26: Off
	Kontrollkästchen27: Off
	Kontrollkästchen28: Off


